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Abstract. A recent trend in cryptography is to construct cryptosystems
that are secure against physical attacks. Such attacks are usually divided
into two classes: the leakage attacks in which the adversary obtains some
information about the internal state of the machine, and the tampering
attacks where the adversary can modify this state. One of the popular
tools used to provide tamper-resistance are the non-malleable codes in-
troduced by Dziembowski, Pietrzak and Wichs (ICS 2010). These codes
can be defined in several variants, but arguably the most natural of them
are the information-theoretically secure codes in the k-split-state model
(the most desired case being k = 2).

Such codes were constucted recently by Aggarwal et al. (STOC 2014).
Unfortunately, unlike the earlier, computationally-secure constructions
(Liu and Lysyanskaya, CRYPTO 2012) these codes are not known to be
resilient to leakage. This is unsatisfactory, since in practice one always
aims at providing resilience against both leakage and tampering (espe-
cially considering tampering without leakage is problematic, since the
leakage attacks are usually much easier to perform than the tampering
attacks).

In this paper we close this gap by showing a non-malleable code in the
2-split state model that is secure against leaking almost a 1/12-th frac-
tion of the bits from the codeword (in the bounded-leakage model). This
is achieved via a generic transformation that takes as input any non-
malleable code (Enc, Dec) in the 2-split state model, and constructs out
of it another non-malleable code (Enc’,Dec’) in the 2-split state model
that is additionally leakage-resilient. The rate of (Enc’, Dec’) is linear in
the rate of (Enc, Dec). Our construction requires that Dec is symmetric,
i.e., for all z,y, it is the case that Dec(z,y) = Dec(y, =), but this prop-
erty holds for all currently known information-theoretically secure codes
in the 2-split state model. In particular, we can apply our transformation
to the code of Aggarwal et al., obtaining the first leakage-resilient code
secure in the split-state model. Our transformation can be applied to
other codes (in particular it can also be applied to a recent code of Ag-
garwal, Dodis, Kazana and Obremski constructed in the work subsequent
to this one).

* This work was supported by the WELCOME/2010-4/2 grant founded within the
framework of the EU Innovative Economy (National Cohesion Strategy) Operational
Programme.



1 Introduction

Several attacks on cryptographic devices are based on exploiting physical weak-
nesses in their implementations. Such “physical attacks” are usually based on
the side-channel information about the internals of the cryptographic device
that the adversary can obtain by measuring its running-time, electromagnetic
radiation, power consumption (see e.g. [24]), or on active tampering (see e.g.
[4124]). A recent trend in theoretical cryptography, initiated by [B7U3332], is to
design schemes that are provably-secure even if their implementations can be
attacked.

One of the tools used in this area are the so-called non-malleable codes in-
troduced by Dziembowski, Pietrzak and Wichs in 2010 [23]. Informally, a code
(Enc : M — C,Dec : C —+ M), where Enc is a randomized encoding function,
and Dec is a partial decoding function, is mon-malleable if an adversary that
learns C' = Enc(M) is not able to produce C' = h(C) such that Dec(C’) is not
equal to M, but is “related” to it. The precise meaning of “not being related”
is a little tricky to define but intuitively, what we require is that C’ does not
depend on C in any non-trivial way. For example: C’ equal to C with the first
bit set to zero, or C’ equal to C with every bit negated, are obviously “related”
to C, but a uniformly random C’, or a constant C’ are unrelated to C. It is
easy to see that in order to construct such codes, one needs to restrict in some
way the set of possible “manipulation functions” h that the adversary can use
in order to compute C’ from C. This is because otherwise the adversary could
simply let h compute M from C (using the decoding function Dec), compute
M’ that is “related to M” (by say, negating all the bits of M), and then out-
put C’ = Enc(M'). Therefore the non-malleable codes are always defined with
respect to a family H of manipulation functions h that the adversary is allowed
to use to compute C’ from C.

The main application for this notion is the protection against tampering at-
tacks. Imagine C' = Enc(M) is stored on some device that the adversary can tam-
per with, and hence he can substitute C' with some C’ # C. Suppose (Enc, Dec)
is non-malleable with respect to the set of manipulation functions that the ad-
versary is able to induce by tampering. Then the only thing that the adversary
can achieve is that C’ will either decode to the same M, or to some M’ that is
totally unrelated to M. This is useful, since many practical attacks on crypto-
graphic schemes are based on the so-called “related key attacks” [5], where the
adversary is able to break a scheme S(K) (where K is the secret key) by having
access to a device S(K’) for some K’ that is related to K. Clearly, storing K in
an encoded form Enc(K) provides protection against such attacks. In [23] the au-
thors describe also other applications of non-malleable codes. In particular they
show how to use them in combination with the algorithmic tamper proof security
framework of Gennaro et al. [30]. Recently, Faust et al. used the non-malleable
codes to construct Random Access Machines secure against tampering and leak-
age attacks [27], and Coretti et al. [I3] have shown how to use the non-malleable
codes to construct public-key encryption schemes.



Since the invention of the non-malleable codes, there has been a significant
effort to construct codes that would be secure against interesting classes of fam-
ilies. In [23] the authors show a construction of efficient codes secure against bit-
wise tapering, i.e. when every bit of the codeword is manipulated independently
(this is achieved using the algebraic manipulation detection codes of Cramer
et al. [I4]). They also provide an existential result that for every sufficiently
small family H of manipulation functions there exists a (not necessarily efficient)
non-malleable code secure against it. This immediately gives a construction of
non-malleable codes secure in the random oracle model [6].

Previous constructions of non-malleable codes in the split-state model. A very
attractive and natural family of manipulation functions can be defined using the
so-called split-state model. Assume that C' is represented as a sequence of blocks
C = (Ci, - ,Ck). Then H is a family of k-split state manipulation functions if
every h € H manipulates each element Cfi, ..., C} independently, i.e., for every
h there exist functions {h;}¥_, such that h(Ci,...,C%) = (h1(C1), ..., hx(Ck)).
A practical justification for such a model comes from an observation that it may
be easy to achieve in real life, by simply placing every C; on a separate chip. Of
course, the fewer parts are needed, the stronger the model is, and in particular
the most desirable case is kK = 2. In the sequel, we will sometimes refer to the
2-split state model simply as the “split model”.

The aforementioned existential result of [23] implies that there exist non-
malleable codes in the 2-split state model. The problem of showing an efficient
construction of such codes was left open in [23]. The first step towards solving
it was made by Liu and Lysyanskaya [36], who showed a construction of non-
malleable codes computationally secure in the 2-split state model. Dziembowski,
Kazana and Obremski [20] provided an efficient construction of information-
theoretically non-malleable codes that works only for messages of length 1. The
problem of constructing information-theoretically secure codes for messages of
arbitrary length was finally solved by Aggarwal, Dodis and Lovett [3]. Their
construction is based on the methods from additive combinatorics, including the
so-called Quasi-polynomial Freiman-Ruzsa Theorem, and involves a substantial
blow-up in the size of the codeword (|C| = O((|M| + £)7), where & is the secu-
rity parameter). Very recently Chattopadhyay and Zuckerman [9] have shown a
construction of non-malleable codes in 10-split state model that achieves linear
blow-up.

A subsequent construction of non-malleable codes in the split-state model. In a
paper subsequent to this one, Aggarwal et al. [2] show a general transformation
of any k-split state model secure non-malleable code into one secure in the 2-split
state model, that involves a linear blow-up in the codeword size. This, together
with the result of [9] gives a construction of a non-malleable code in the 2-
split state model with codeword of length linear in |M|. Their construction uses
some of the techniques developed in this work. In particular, one of the steps
of their construction which can be seen as a generalization of our reduction
is a reduction from the 2-split-state tampering family to the so called 2-part t-



lookahead tampering family. However, the result of [2] does not consider leakage-
resilience, and considering the number of levels of encoding required by their
result, it is unlikely that their construction is resilient to any significant leakage.

Leakage-resilience of non-malleable codes. The ultimate goal of the “physically
secure cryptography” is to provide both tampering- and leakage-resilience. The
basic definition of the non-malleable codes does not consider any type of leakage
information that the adversary can obtain about the codeword through the side
channels. This may be considered unrealistic, as in practice it may be often rela-
tively easy for the adversary to obtain such information (probably easier than to
perform the tampering attacks). Therefore, it would be desirable to include also
such attacks in this definition. The first paper that considered leakage-resilient
non-malleable codes was [36] (in the computational settings). Our definition es-
sentially follows their ideas, except that we consider the information-theoretic
settings.

Let us now explain informally the concept of leakage-resilient non-malleable
codes in the 2-split state model (the formal definition appears in Section. First
consider the question what would be the most natural definition of leakage and
tampering attacks. To be as general as possible we should give to the adversary
right to simultaneously tamper the codeword C = (L, R) and leak informa-
tion from it. The leakage will be modeled by allowing the adversary to choose
functions Leak! and Leak? and learn Leak} (L) and Leak®(R) (respectively). The
entire process should happen in several rounds, and the adversary should be
adaptive (i.e. his behavior in round 4 should depend on what he learned in the
previous rounds). The functions will be arbitrary, except that we will have a
bound on the total number of bits leaked from L and R, where the “number
of leaked bits” is measured in terms of the total out size of the Leak:(L) and
LeakZL(R) functions. This is essentially the independent leakage model first con-
sidered in [22] (inspired by the “only computation leaks” paradigm of Micali
and Reyzin [37]) and then in a sequence of papers (see, e.g.: [T6I253TITI7]). Tt
makes particular sense to use it in our context, as it is also motivated by the
assumption that L and R are stored on two separate memory parts. Observe
also that if we allowed joint leakage from L and R then we would need to have
some additional restrictions on the leakage functions, as otherwise the adversary
could choose a leakage function that first computes M = Dec(L, R) and then
outputs the first bit M[1] of M. This, in turn, would allow him to choose tam-
pering functions that simply overwrite the original encoding with (L', R') such
that Dec(L’, R') is equal to (M]1],0,...,0) (such M’ is obviously “related” to M
and with overwhelming probability it is not equal to M). For similar reasons it
is obvious that we always need some sort of restriction on the leakage functions
Leak: and Leak®, since if the adversary learns the entire L (say) then he can
then easily choose a leakage function Leasz that first computes Dec(L, R) and
then outputs M[1].

It is also easy to see that without loss of generality we can restrict the ad-
versary to choose deterministic leakage functions (since we can always convert
a random function to a deterministic one by fixing its random input). Another



natural observation is that it is enough to consider the case when all the leakage
happens before the tampering functions are chosen. This is because the result
of any leakage Leak; from a tampered codeword f(C) can be computed by a
function Leak! = Leak; o f that is applied directly to C. The formal definition of
our model appears in Section

1.1 Owur contribution

As argued above, leakage-resilence is an important property for may applications
of the non-malleable codes. Unfortunately, this aspect of these codes has been
ignored in many recent papers on this topic. In particular, the authors of [3[9] do
not consider leakage at all. Leakage-resilience was considered in [20], but their
construction works only for messages of length 1. To summarize: until now, no
construction of leakage-resilient 2-split state non-malleable codes for messages
longer than 1 was known. Providing such a construction is the main contribution
of this work.

In fact, our contribution is much more general. We show a generic transfor-
mation that takes as input any non-malleable code (Enc, Dec) in the 2-split state
model, and constructs out of it another non-malleable code (Enc’, Dec’) in the
2-split state model that additionally is secure against leaking a constant fraction
of the bits from the codeword. The rate of (Enc’,Dec’) is linear in the rate of
(Enc, Dec). The only thing that we require is that (Enc, Dec) is symmetric, i.e.,
Dec(L, R) = Dec(R, L). Since the code of [3] has this property, thus, combining
this result with ours, we obtain a leakage-resilient 2-split state non-malleable
code.

Let us also note that the code from the subsequent work of [2] (built by
applying a reduction from 10-split to 2-split state to the code of [9]) is also
symmetric, and therefore we can instantiate (Enc,Dec) with this construction,
obtaining that (Enc’, Dec’) is a constant rate and can tolerate leakage of a linear
size.

Our key technical argument is contained in Theorem [2] that can be of inde-
pendent interest. Informally, in this theorem we consider a “parallel composition
of the inner product encodings”, i.e., we consider encoding of a pair of messages
x1,z2 € F as random elements Ly, Ry, L2, Ry € F™ such that (L, Ry) = z1, and
(Lg, Ro) = xo. We show that it is partly resilient to tampering in the following
sense. If (Lq, Ly) and (Ry, R2) are independently tampered to obtain (L}, L)
and (R}, R3), and then we decode to get 2} = (L}, R}), and =4, = (L}, R}), then
x},z}, can only have a limited dependence on x1,z9. The proof of this result
is done using a careful combinatorial argument that among other techniques,
makes extensive use of the two-source extractor property of the inner-product,
and Vazirani’s XOR Lemma.

1.2 Comparison with Prior Work

Techniques. The proof technique of our main technical result (Theorem [2)) has
some similarity with the results of prior work [20/3/9]. We analyze the joint



distribution
bpg(L, R) == (L1, Ry), (L2, Ra), (f1(L1, L2), 91(R1, R2)), { fa(L1, L2), g2(R1, R2) }

where (L1, Ly, Ry, R) is uniform over a set £ x R C F*", for some finite field FF,
and f1, fo: L= TF" g1,92 : R — F™ are arbitrary functions.

The analysis of this result, and the main technical result of [2003l9] proceeds
by partitioning the ambient space (which is £ x R in our result) into appro-
priate subsets, and analyzing the required distribution over these subsets and
then combining using (an equivalent of) Lemma [7] However, the partitioning
procedure for our work, in our opinion, is relatively more delicate which helps us
obtain the result with good parameters without relying on advanced techniques
from additive combinatorics as was the case in [3[9].

Leakage-resilence. The main reason we are able to make our codes resilient
to leakage is because, in Theorem [2} we analyze the distribution of ¢ ,(L, R),
conditioned on L, R being uniform in a subset of F?", and not the entire F?". This
immediately leads to the question whether such an analysis over a subset of the
ambient space would make the schemes of [3[9] also leakage-resilient. However,
the proof of [3], in particular Lemma 8, which considers the case when f is far
from linear and g is far from constant, will go through only if (in their notation)
the subset has size bigger than p?"~¢, where t = ©(n'/%/logp). This will lead
to the code being resilient to only ©(t/n) = ©(n=°/%/logp) fraction of leakage,
as compared to a constant fraction in our result. On the contrary, the proof
of [9] will work even if we restrict to a subset of the ambient space, but this will
likely lead to a very small leakage rate. Also, their code is non-malleable in the
10-split-state model, and hence is less practical than the 2-split-state model that
we consider, and for this reason we did not pursue this approach.

1.3 Other related work

The notion of non-malleability was introduced in cryptography by Dwork et
al. [18]. Formal treatment of the tampering attacks was initiated in [32I30]. The
non-malleable codes were also studied by Cheraghchi and Guruswami, who in [11]
show improved constructions of the non-malleable codes secure against bit-wise
tampering and show a connection between the non-malleable codes and the seed-
less non-malleable extractors (which is a new notion that they introduce). In [10]
the same authors study the problem of the capacity of non-malleable codes secure
against different (non-split-state) families. Extensions of non-malleable codes to
the case of continuous tampering were studied in [26]. Non malleable codes se-
cure against tampering functions coming from restricted complexity classes were
studied in [2§], and secure against the linear tampering functions were considered
in [g].

Simultaneous leakage and tampering attacks were also considered in [35]
(who consider a more restricted type of leakage, called the “probing attacks”),
in [34] who construct tamper- and leakage-resilient encryption and signature



schemes, and in [I5] who show a general way to transform any cryptographic
functionality into one that is secure against tampering with individual bits, and
leaking a logarithmic amount of information. Probabilistic tampering attacks
on boolean circuits (where the adversary can tamper each wire with a certain
probability) were also considered in [29].

2 Preliminaries

For a set T', let Ur denote a uniform distribution over 7', and, for an integer ¢, let

Uy denote uniform distribution over £ bit strings. The statistical distance between

two random variables A, B is defined by A(A, B) = £ > |Pr[A = v] — Pr[B = ]|
We use A =, B as shorthand for A(A, B) < e.

Lemma 1. For any (randomized) function o, if A(A, B) <e, then

Ala(A),a(B)) <e.
The min-entropy of a random variable W is Ho (W) = — log(max,, Pr[W = w]),
and the conditional min-entropy of W given Z is:
Ho(W|2) < — log (E.. z max,, Pr[W = w|Z = 2]) [

Definition 1. We say that an efficient function Ext : {0,1}™ x {0,1}" —
{0,1}™ is an (n, k, m,e)-two-source extractor [12] if for all independent sources
X,Y € {0,1}" such that min-entropy Hoo(X) + Hoo (Y) > k, we have

(Y, Ext(X,Y)) ~ (Y, Upn), and (X,Ext(X,Y)) = (X,Up,) .

For n being an integer multiple of m, and interpreting elements of {0,1}™ as
elements from Fym and those in {0,1}" to be from (Fam )™/ ™, we have that the
inner product function defined as ((a1,...,an/m), (b1, ,bp/m)) i= a1by +-- -+
b m 18 & good 2-source extractor (cf. eg. [T2/38]).

Lemma 2. For all positive integers m, n such that n is a multiple of m, and for
all e > 0, there exists an efficient (n,n+m+ 2log (%) ,m,€) 2-source extractor.

We will need the following results. The proofs of these results can be found
in Appendix [A| for completeness. The following is a simple result from [3].

Lemma 3. Let X1,Y; € Ay, and Xo,Ys € Ay be random variables such that
A((Xy,X2) ; (N1,Y2)) <e. Then, for any non-empty set A C Ay, we have

2e

AXp | X1 e A V| Ved) ——Frn—— .
( 2| 1 ) 2‘ 1 )_Pr(XleAl)

3 Note that we use the variant of conditional entropy where the logarithm is taken
after max,, is determined. This definition was introduced in [I7] (it was called an
average min-entropy there).



A leakage oracle is a machine (2 that takes as input (L, R) € {0,1}" x {0,1}"
and then answers the leakage queries of a type (L, f) and (R, g), where f, g
{0,1}" — {0,1}*. Each query (L, f;) (resp.: (R, g;)) is answered with f;(L) (resp.:
gi(R)) or L. An interactive machine A that issues the leakage queries is called
a leakage adversary. Let Leaki'(L) (resp.: Leakg (R)) denote the concatenation
of all the non-_L answers to the (L, f;) (resp.: (R, g;)) queries of A. Moreover, let
Leak™ (L, R) := (Leak{(L), Leaki (R)). The oracle {2 is m-bounded if it gives the
non-_L answers to the (L, f;) queries as long as |Leak'(L)| < m and the non-_L
answers to (R, f;) queries as long as |Leakg (R)| < m. The following result follows
easily Lemma 4 of [2I] and Lemma 2.2 of [I7].

Lemma 4. Let L and R be two independent random variables uniformly dis-
tributed respectively on sets L C {0,1}™ and R C {0,1}" and let A be an
arbitrary leakage adversary mtemctmg with an m-bounded oracle Q(L R) Then
L and R are independent given Leak™ (L R) Moreover, for every § > 0 we have

Pr( (L | LeakA(L, R) = a) < log|£] — m — log(1/§)) <5
(where a := Leak(L, R)), and
Pr (Hw(é | Leak*(L, R) = b) < log |£] — m — 10g(1/5)) <5

(where b := Leak™ (L, R)).

We say that (Encigr : M — L X R,Decir : L X R — M) is an e-leakage-resilient
encoding in the split-state model [10] if for every My, My € M we have that

A(Leak(Encir(My)) ; Leak(Encir(M7)) <e

Such encodings can be easily constructed from the 2-source extractors [16]. The
following is a generalization of the Vazirani’s XOR Lemma (it is proven in Ap-

pendix .

Lemma 5. Let X = (X1,...,X;) € F* be a random variable, where F is a finite
field of order q. Assume that for allay, . .., a; € F* not all zero, A(E:Z 1 aZXZ ; U)
e, where U is uniform in F. Then A(Xl,...,Xt 0 Uy Up) < eqt, where
Ui,...,U; are independent and uniform in F*.

3 The defintion of the Leakage Resilient Non-Malleable
Codes

In this section we present the defintion of the leakage resilient non-malleable
codes in the split-state model. We first recall the definition of non-malleable
codes in the split-state model from [23]3]. As discussed already informally the
introduction in this model we assume that the codeword is split into two parts
which are tampered independently.

<



Definition 2. A coding scheme in the split-state model consists of two func-
tions: a randomized encoding function Enc : M — L X R, and a determinis-
tic decoding function Dec : L x R — MU {L} such that, for each M € M,
Pr(Dec(Enc(M)) = M) = 1 (over the randomness of the encoding algorithm).
Suppose L = R and denote C := L(=R). A coding scheme (Enc,Dec) is sym-
metric if for every (L, R) € C we have that Dec(L, R) = Dec(R, L).

Definition 3. Let (Enc : M — C?,Dec : C?> — M) be a coding scheme in a
split state model. For tampering functions f,g : C — C, and m € M, define the
tampering-experiment

Tamper,, :=

which is a random wvariable over the randomness of the encoding function Enc.
We say that a coding scheme (Enc,Dec) is e-non-malleable w.r.t. F if for each
f € F, there exists a distribution (corresponding to the simulator) D over M U
{L, same}, such that, for allm € M, we have that the statistical distance between
Tamper,,, and

Sim. — m <+ D
™1 Output: m if m = same, and m, otherwise
18 at most €.

We now define the notion of non-malleability against the leakage adversaries
(which was first formulated by [30]). As explained in the introduction it is enough
to consider the scenario where the adversary first learns some bounded informa-
tion about the codeword (via the leakage oracle), and then chooses the tampering
functions. Formally we have the following.

Definition 4. Let Enc, Dec be a coding scheme from {0,1}* to {0,1}" x {0,1}",
and let vy € [0,1) be a parameter. Let A be any adversary that has oracle access to
a yn-bounded leakage oracle $2(L, R) (cf.[3), where L, R € {0,1}", and outputs
functions (f,g) such that f,g:{0,1}" — {0,1}". Let m € {0,1}* be a message.
Consider the following tampering experiment.

L, R) «+ Enc(m),
,9) = A(L2(L, R))

(
(f,9) , R)),
LaR) = (f(L)’gN(R))a

Tamper], := < (

which is a random variable over the randomness of the encoding function Enc.
We say that a coding scheme (Enc,Dec) is 7-leakage resilient e-non-malleable
code if for each A, there exists a distribution D over {0,1}* U {L, same}, such



that, for all m € {0,1}*, we have that the statistical distance between Tamper),
and
Sim. m <« D
™| Output: m if = same, and 1, otherwise.

s at most €.

Of course, every e-non-malleable code is also a 0-leakage resilient e-non-malleable
code. On the other hand, it is easy to find codes that are e-non-malleable but
are not £-leakage resilient e-non-malleable for an arbitrarily small £. For exam-
ple, consider an e-non-malleable code (Enc,Dec), and construct another code
(Enc’, Dec’) as follows. Let

EnC/(M) = ((Lv T 7L)7 (R’ T vR))v
[1/€] times [1/£] times

where (L, R) < Enc(M). The decoding function for

(L' R = (L1, Lriyer)s (R, - oo Rrage)

is defined as: Dec'(L/, R') = L if for some i,j we have L; # L; or R; # R;,
and Dec’(L', R') = Dec(Ly, R;) otherwise. It is easy to show that (Enc’, Dec’)
is also e-non-malleable. On the other hand, clearly, it is not &-leakage resilient
e-non-malleable, since the adversary can simply leak L; and R; (since |L;|/|L'| =
|R:|/|R'| = 1/(]1/€]) < &) and hence he can compute M before he chooses the
tampering functions. Actually, it would even be enough for the adversary to
leak L; from one part (L, say), since in this case he could make the tampering
function g fully dependent on M (since M = Dec(Li, Ry)), and, e.g., tamper
with R only if M = 0 (which obviously means that the code is malleable).

4 Our construction

This section contains the main construction of our paper. Let (Enc : M —
X xX,Dec: XxX — M) be a (not leakage resilient) symmetric e-non-malleable
code in the split state model. Let v € [0,1/12) be a parameter. We are going
to construct a 7-leakage resilient 3e-non-malleable code (Enc’, Dec’) in the split
state mode (the code (Enc’, Dec’) will also be symmetric).

The first obvious idea for constructing such a code could be to define Enc’(m)
as follows: first compute (z1,22) = Enc(m), and then “encode” both z; and z»
using the leakage-resilient encoding (cf. Section . To be more concrete choose
an encoding of [I6] that is based on the inner product functionﬂ Let (¢1,71) and
(£2,72) be such leakage-resilient encodings of x; and xq, respectively. It is clear
that given (¢1,71,¢2,72) one can easily compute m as Dec({l1,711), ({2,72)).

4 In this encoding in order to encode a message = one chooses random vectors ¢ and r
(in some F™) such that (¢,r) = z, and to decode the message one simply computes

€, r).



Of course, what remains to be defined is how the variables ¢1, 7,5, and 79
are represented in the final encoding, or, in other words: on which memory part
one would store each of these variables. One option, of course, would be to move
to the 4-split state model and say that the result of the encoding is (¢1,71, €2, 72)
(i.e. each of these variables can leak and be tampered independently). This
approach can be proven secure, but it is clearly suboptimal since it increases to
4 the number of memory parts needed to implement the schemeﬂ

If we restrict ourselves to the 2-split state model then we could simply think
of putting some of the ¢, ¢35, 1,72 variables on one part of the encoding and the
remaining ones on the other part. It is easy to see that ¢; and r; cannot be put
together on one memory part (a symmetric argument works for ¢5 and r9). This
is because if the leakage function can be applied directly to ¢; and r; then the
adversary choose a function that it simply internally decodes x; from (¢1, 1) and
leaks directly from x;. Hence, the code would need to be non-malleable even if
the adversary can choose the tampering function g (that is applied to ) after
learning x1, which is impossible (cf. the discussion at the end of Section .

Hence, the only option that has chances to work is to define the encoding of
m to be equal to ((¢1,¢2), (11, 72)). Observe that the adversary can now obviously
“swap” x1 and x9 by changing the encoding to ((¢2, ¢1), (r2,71)). This is ok for us,
since we assumed that our encoding is symmetric. He can also “copy” elements,
and produce an encoding ((¢1,¢1), (r1,71)) (or ((¢2,€2), (r2,72))). In this case the
decoded value (2, z5) will be equal to (z1,z1) (resp.: (z2,22)). It turns out that
this is also ok, since every non-malleable code in the 2-split state is essentially
also a 2-out-of-2 secret sharing function (we prove this fact in Lemma @, and
thus z; and x5 individually do not provide any significant information about the
encoded message m (which, of course, implies that Decym (21, x1) is unrelated to
m). Of course these attacks can be combined with tampering attacks applied to
each of /1, {5, r1 and ry individually. For example the adversary can transform the
encoding to ((¢1,c¢- £¢1),(r1,71)), which (from the linearity of the inner product)
would decode to (21, c-x1). This, however, is not a problem, since such individual
tampering is obviously tolerated by every non-malleable code.

Unfortunately, it turns out the the adversary can launch some more sophis-
ticated attacks. Observe that in our encoding the values ({1, ¢s) and (r1,72) can
be treated as vectors of length 2n. Suppose the adversary permutes both of them
with the same random permutation o, and let (¢4, ¢5) = o(¢1,£2) and (r},r}) =
o(r1,r2). Then the inner product of the 2n-long vectors remains unchanged
(i'e' <( /1,512),(’)"/1,7“é)> = <(£17€2)a (T1,7‘2)>), and therefore <€13T1> + <€2’T2> =
01,71y + (€5, rh), which means that o} + 2, = x1 + x5 (where 2} and z/, are
the results of decoding the manipulated encodings). Since (¢}, r}) is uniformly
random, thus one can think of this attack as (2}, z5}) := (v1+ Z, 22 — Z) for some
random Z. Fortunately, the non-malleable codes are obliviously secure against

5 One can be tempted to say that in this case we can apply the transformation from
the subsequent paper [2] to reduce the number of parts from 4 to 2, but for this
approach to work one would need to show that the construction of [2] preserves the
leakage-resilience which seems highly non-trivial.



attacks that add and subtract constants to the different parts of the encoding.
Nevertheless, this example indicates that analyzing all possible strategies of the
adversary may be non-trivial.

In Section [5] we characterize all such strategies by dividing them into classes.
Very roughly speaking, it turns out that the attacks described above are examples
of attacks from each of these classes. Namely: the adversary can either make z
depend only on z; and x4 on xo (this case is denoted Dig), or ) depend on
xo and x5 on x1 (case Dswap), or make both z} and x5 depend only on z1 (case
Drorget,2) or only on 5 (case Diorget,1). He can also make x depend in an arbitrary
way on x1, x2 and x5 (case Dynir,2).This comes at a cost of making x4,z and x4
uniform and independent (note that the “(x,z%) := (z1 + Z,x2 — Z)” attack
falls into this category). Symmetrically, he can make x5, depend in an arbitrary
way on 1,z and x} (case Dynif,1).

What remains is to prove security of the non-malleable codes when the ad-
versary can perform the attacks from classes Dig, Dswap; Drorget, 1, Drorget, 2, Dunif, 15
and Dypif,2. This is done in Section @ In order to handle the cases Dynif,1, and
Dunit,2 we need to modify our construction slightly. Namely, we make the leakage-
resilient encoding “sparse” in the sense that a decoding of random codeword with
overwhelming probability yields L (this is slightly reminiscent of the construc-
tion of [20] where a similar technique was used to construct the non-malleable
codes for 1-bit messages). This is achieved by requiring that the decoded value
has to be in some sparse subset of F of size ¢’ < |F|. It will be convenient to
define this set as the set of all 2’s such that ¢¥(z) < ¢, where ¢ : F — [¢] is an
arbitrary bijection. The technical details follow.

Our construction Let n be an integer, and let F = [F;, be a finite field, and let
¢ < q be an integer. Let < be a total order on F, and let ¢ : F — [¢] be a
bijection such that a < b if and only ¥ (a) < 9(b), for all a,b € F. Define the
“leakage-resilient” decoding function Dec g : F?" x F?2" — [¢'] x [¢| U {L} as
follows:

1 if ({l1,m1)) > ¢,
Decir ((¢1,42), (r1,72)) = or P({l2,72)) > ¢
(W((l1,71)) , ¥({€a,72))) otherwise.

We then define Encig : [¢] x [¢/] — F?" x F?" as follows: for any x € [¢'] x [¢],
Encir(z) is a random element y in F?" x F?"  such that Decir(y) = 2. The
following is our main result. The proof is given in Section [6}

Theorem 1. Let (Encyym, Decym) be an e-non-malleable code from {0,1}F to

[¢'] x [¢'] in the split-state model (for any ¢ € (0,1/10)) where Decym is a
symmetric function. Let (Enc g, Decir) be as above, with q > q;. Then for any
v < 1—12 the encoding scheme (Encir o Encym, Decym © Decir) is an efficient 3e-

non-malleable ~-leakage resilient code in the split-state model from {0,1}* to

Fy x Fy, where n = O (ﬁ)



Thus, using the result of [31], we get the following result.

Corollary 1. For any v < % and any € € (0,3/10), there exists an efficient -
leakage-resilient e-non-malleable code in the split-state model from k-bit messages

to © (%%6))7) -bit codewords.

Also, we get the following stronger result by combining Theorem [I] with an
upcoming result [2], which gives a constant-rate non-malleable code in the split-
state model.

Corollary 2. For any v < % and any € € (0,3/10), there exists an efficient -
leakage-resilient e-non-malleable code in the split-state model from k-bit messages

to © (%ﬁ) -bit codewords.

5 The joint distribution of ¢ ,(L, R)

Let F = F, be a finite field. Let (L1, L2), (R1, R2) be independent and distributed
uniformly over £, R C F?", respectively. Let fi, g1, f2,92 : F* x F® — F" be a
pair of functions. We consider the following family of distributions in F4,

¢59(L,R) := (L1, R1), (L2, R2), (f1(L1, L2), g1(R1, R2)), (f2(L1, L2), g2(R1, Rz))) ,

In this section, we analyze the possible joint distribution of ¢ 4(L, R) over F* for
arbitrary functions f1, g1, f2, go. First, define the following set of distributions
(which were already informally discussed in Section .

— Dia :={(U1,Us, h1 (U1, Z), ha(Us, Z))}, where hy, hy are functions from F x Z
to IF, Uy, Us are independent and uniform in F, and Z € Z is some random
variable independent of Uy, Us.

= Dowap = {(U1,U2,h1(Us, Z), ho(Ur, Z))}, where hq, hy are functions from
F x Z to F, Uy, Uy are independent and uniform in F, and Z € Z is some
random variable independent of Uy, Us.

— Dunie,1 := {(U1,Us,Us, W)}, where Uy, Us, Us are independent and uniform
in F, and W is a random variable over F arbitrarily correlated to Uy, Us, Us.

— Duynit,2 := {(U1,Ua, W,Us)}, where Uy, Us, Us are independent and uniform
in IF, and W is a random variable over [ arbitrarily correlated to U;, Usa, Us.

— Dforget,l = {(U1, U27h1(U27Z)7h2(U27Z))}, where hl,hg are functions from
F x Z to F, Uy,U; are independent and uniform in F, and Z € Z is some
random variable independent of Uy, Us.

— Drorget,2 = {(U1, Uz, h1 (U1, Z), ha(Ur, Z))}, where hy, hy are functions from
F x Z to F, Uy, U; are independent and uniform in F, and Z € Z is some
random variable independent of Uy, Us.

Define D to be the family of convex combinations of
Did U Dswap U Dunif,l U Dunif,Q U Dforget,l ) Dforget,Q .

We show that for any f,g, the value of ¢y (L, R) is statistically close to some
distribution in D if £, R have size at least ¢>*(1=7).



Theorem 2. Let F =T, be a finite field with ¢ > 4, n > 48 be an integer, and
v € [0,1/12). Let L = (L1, La), and R = (Ry, R2) be distributed uniformly at
random in sets L, R of size at least ¢>"'=7). For any fi, fa, 91,92 : F2" — F",
there exists a distribution D € D such that

A(prqg(L,R) ; D) <T7%.27°5,

for any s < ((1—12 —y)n — %)logq— %.

We give a proof of this theorem in Section

6 Concluding Theorem [1] from Theorem

Before we present our proof, we state a result showing that non-malleable codes
in 2—split state model also have the secret sharing property, i.e., that given any
one part of the encoding of m, it is impossible to guess the message m. The proof
of this can be found in Appendix

Lemma 6. Let Dec: X x & - M, and Enc: M — X x X be e—non-malleable
code in 2—split state model for some e < % For any pair of messages mg, m1 €
M, let (X9, X9) + Enc(myg), and let (X1, X3) + Enc(my). Then A(Xo; X1) <
2e.

Proof (Proof of Theorem .Letn = [1/1%—‘ Fix the message m € M, and let

Encym(m) = (X1, X2), and Enc r(X1, X2) = (L, R). Furthermore, fix manipula-
tion functions f, g : F™ x F" — F™ x F™ and the parameter v € [0, %) We need
to analyze the distribution Tamper], as in Definition [4} Before this, consider the
following. Choose +' = 1/1#7 so that (1/12 —~)n = (v —~)n > 3. Let L, R
be uniform in F”. From Lemma |4 we know that the min-entropies of L and R
conditioned on the knowledge of Leak™ (L, R) are at least 2nlog q(1 —~') with
probability at least 1 —2-¢2"(*=7)_ So, at the cost of at most 2-¢2"(V=7") in the
adversary’s success probability, we can restrict ourselves to the case where L and
R are distributed over uniformly over a set of size at least q2”(1*7/). Consider
the joint distribution

@17 R1>, @2, R2>7 <f1([~/1; i2)791(R1, R2)>7 <f2([~/1; i2)792(}~31, R2)> )

conditioned on the knowledge of Lea kA(i, R). By Theorem this has statistical
distance at most

5/4— —~n n(y—n _ 52 /4 e

49 25/6 . PHA-(/12=2n 4 o 20(=2") < 10047/ < 100 (2]6) S
from some distribution D in D. Here we used that ¢ < 1/10, and ¢’ > % This
holds for any non-malleable code in the 2-split-state model. Note that for any
known non-malleable code in this model (in particular, those used in Corollary



and Corollary , we have that ¢’ > % Since D is a convex combination (de-
pending on f,ga and A) of distributions in Dforget,la Dforget,Qa Dunif,la Dunif,Qa Dida
and Dgyap, without loss of generality we will analyze the distribution Tamper],
under the assumption that D belongs to one of these sets. Hence, we consider
the following cases.

D € Drorget,1: In this case, D is of the form Uy, Us, h1(Us, Z), ho(Us, Z), where
Uy, U are independent and uniform in F, and Z is independent of Uy, Us.
Of course, in our case L1, Ry, Ly and Ry are not entirely uniform and inde-
pendent, as they are a random encoding of a fixed message m. To take it
into account we use Lemma [3] that states that in this case the statistical
distance gets mutiplied by 2 divided by the probability that a random mes-
sage M is equal to m (which is equal to 27%). Hence, we get that Tamper),
has statistical distance at most

k+1 €

" ok+1 =¢

from

Vi = Decym (¢ (1 (71 (X2), Z)) 0 (he (1 (X2), Z)))

where Encyv(m) = (X1, Xs), and Z is independent of X, Xs5. Since V) is
independent of X7, using Lemma |§| we get the desired result (as X cannot
carry enough information to make V; dependent on m.

D € Drorget,2: This case is similar to the previous one.

D € Dynis,1: In this case, D is of the form Uy, Us,Us, W, where Uy, Us, Us are
independent and uniform in F, and W € F is arbitrarily correlated to
U1,Us, Us. Again, by Lemma 3| this implies that Tamper], has statistical

distance at most
ok+1 . _&
2k+1

=&

from

V = Decnm (¢ (Us) , W),

where Encym(m) = (X1, X2), Us is uniform and independent in F, W’ is
arbitrarily correlated to X1, X, Us. Note that ¢(Us) = L with probability
1—¢'/q. Thus, Tamper], has statistical distance at most € + ¢’/¢ < 2¢ from
1.

D € Dynif,2: This case is similar to the previous one.

D € Diy: In this case, D is of the form Uy, Us, h1(Uy, Z), ha(Us, Z), where Uy, Uy
are independent and uniform in F, and Z is independent of Uj,Us. By
Lemma [3] this implies that Tamper], has statistical distance at most

2k+1 . €
2k+1

=€

from

Vy = Decnm (¢ (1 (71 (X1),2)) ¢ (he (071 (X2), Z)))

where Encym(m) = (X1, X2), and Z is independent of X7, X5. It is easy to
see that V3 is e-close to Sim,, by the e-non-malleability of (Encym, Decym)-



D € Dyyap: Using the fact that the decoding function is symmetric, this case is
similar to the previous one.
O

7 Existential Result using [11]

Cheraghchi and Guruswami [I1] introduced the notion of seedless non-malleable
extractors as a step towards constructing non-malleable codes defined as follows.

Definition 5. A function NMExt : {0,1}" x {0,1}" — {0,1}* is a two-source
non-malleable (m, £)-extractor if, for every pair of independent random variables
X,Y over {0,1}" such that Hoo (X) > m, and for any functions f,g: {0,1}" —
{0,1}", there ezists a distribution D over {0,1}* U {same}, such that

A(NMEXt(X, Y), NMExt(f(X), g(Y) ; Uy, copy(D,Us)) < ¢,

where Uy is uniformly random in {0,1}*, and copy(D,Uy) = Uy if D = same,
and D, otherwise.

It was shown in [I1] that assuming the existence of non-malleable extractors
with m = n immediately gives non-malleable codes with good rate. We observe
that their proof easily extends to show that non-malleable extractors with small
m implies non-malleable codes with good rate that also tolerate large amount
of leakage.

Theorem 3. Let NMExt : {0,1}" x {0,1}" — {0,1}* be a two-source non-
malleable (m, £)-extractor. Define a coding scheme (Enc, Dec) with message length
k and block length 2n as follows. The decoder Dec is defined as Dec(z,y) :=
NMExt(x, y).

The encoder, given a message s, outputs a uniformly random element (X,Y)
in {0,1}" x {0, 1}" such that Dec(X,Y) = s. Then the pair (Enc, Dec) is (- (2" +
1)-non-malleable, 1 — *)-leakage-resilient code against split-state tampering.

We now mention the result from [I1] showing the existence of non-malleable
codes.

Theorem 4. Let NMExt : {0,1}" x {0,1}" — {0,1}* be a random function.
For any e,6 > 0, and m < n, with probability at least 1 — &, the function NMExt
i a two-source non-malleable extractor provided that

m > max(k + g -logl/e + %loglog(l/é) , logn +loglog(1/8) + O(1)) .

Combining Theorem [3] and Theorem [4] gives us the following corollary.

Corollary 3. Let n = poly(k), and let NMExt : {0,1}" x {0,1}" — {0,1}* be a
random function. With probability at least 1—2%, the scheme (NMExt717 NMExt)

2
is 27 -non-malleable, 1 — %—leakage—resz’lient.

This implies that with probability very close to 1, a random function is an
excellent leakage-resilient non-malleable code, and we can arbitrarily increase the
amount of leakage (upto the total length of each part) at the cost of increasing
the length of the codeword.



8 Proof of Theorem [2

8.1 The general strategy

Our strategy is to divide £ x R into several disjoint parts, and prove that
¢r,9(L, R) is close to some distribution in D for each of these parts separately.
Let L = (L1,Lz), and R = (Ry, Ry). Also, let |[F| = ¢, and 7 = 1 — 7. The
following simple lemma shows that it suffices to bound the statistical distance
between ¢ 4(L, R) and some distribution in D for (L, R) restricted to partitions
of £ x R. This was shown in [3].

Lemma 7. LetS C LXR. Let Sy, ..., Sk be a partition of S. Also, let D1, ..., Dy
be some distribution in D. Assume that for all 1 <i <k,

A (¢f,g(LaR>|(L,R)eSi ; Di) <eé.
Then there exists a distribution D € D such that
IS
A(¢gg(L, R)|(L,ryes ; D) < Z&' Gk

We construct a partition of £ x R in Section Then in Sections (8.3 we
analyze the behavior of ¢ ,(L, R) on the constructed parts. Finally, in Section
we show how to combine the facts proven in previous sections in order to
obtain the statement of the theorem.

8.2 Partitioning the set £ X R.

We next define a partitioning of £ x R based on f and g to which we will
apply Lemma [7] This is done independently for £ and R and hence we will
focus only on £ (the partitioning of R is done analogously). On a high level, our
partitioning is constructed as follows: first we partition £ into sets L, 1, L2,
and £;. Then we partition £; into Lmix,1, Lmix,2, and L. Finally, we partition £
into Lig, Lowap, and Lrem (the meaning of the acronyms in the subscripts should
become clear when the sets are defined). Altogether, we partition £ into 7 sets
L 1, Leib,2, Limix, 15 Lemix, 25 Lid, Lswap, a1d Lrem.

Let 81 = %nlogq—él(T— %)nlogq—|—410gq—|—4s—&-47 and let B = %nlogq—
4(r — %)nlogq + 6log g+ 3s + 2. We first partition £ into L 1, Lemb,2, and L.
Recall that the elements of £ are pairs (¢1,¢2) € F™ x F". Intutively Lqp,; (for
i € {1,2}) will consist of the elements of £ on which the function f is “far from
a bijection”, by which we mean that it “glues” at least 2°1/2 elements on the ith
component (cf. Steps [2[ and |3| below). The set £; will consists of the remaining
elements (i.e. those that are “close to the bijection”). Since we want L 1, L, 2,
and L; to be a partition, thus L, 1 and L2 have to be disjoint. Hence we
first construct L, 1, and then, using the same method we construct Le 2, but
in this construction we consider only ¢’s that belong to £* := £\ Lsb1. The
set £ consits of the elements of £ that were not included in Ly, 1 or L 2. To
avoid repetition, we present the procedures for constructing L, 1 and L, 2 as
one algorithm, whose behaviour depends on i. This algorithm, presented below,
is executed first for ¢ = 1 and then for i = 2.



1. Initialize Lqp; to be empty, and let £* := L if ¢ = 1, and £* := L\ L1,
otherwise.

2. Let W be a largest subset of £* such that for any two ¢, ¢ € W it holds that
00, and f(0) = f(0).

3. W > 261/2 then set L* = L* \ W, set L i = Lo, UW, and go to Step
2.

4. Return ,Cffb7i.

The set £4 is defined to be
L1 =L\ (Leo1 U Lm,2) -

The justification for this choice is that for L chosen uniformly at random from
L i, we have

- B
where y := f(L) (this is because the number of pre-images of y under f, projected
on the ith component, is at least 251/2). Also, we have that for any y € F", the

2
total number of elements ¢ € £, such that f(£) =y is at most (2%1) =201,

Recall that every f : F" x F* — F" x F™ can be represened as a pair of
functions fi, fo : F® x F" — F™ defined as (f1(£), f2(¢£)) := f(£). We further
partition the set £; depending on how f;(¢), f2(¢) depend on ¢y, for ¢ € L;.
We will now define partitioning of £;. Before we do it, let us state the following
auxiliary definition (note that it is defined for £, not for £;).

Definition 6. Define T/ C L fori,j € {1,2}, as the set of all elements { € L
such that

n

{eec| = and ;0= 10} = &L

Let us now prove the following simple result justifying the definition of 777,
Intuitively, this result shows that for every ¢ € T°77, the value of f;(¢) can be
computed given £; and a little more information.

Lemma 8. Let £ € T*™7 for some i,j € [t]. Then there exists some functions
aij: T {0,1}%2 and ;. j : F™ x {0,1}%2 — F" such that for all £ € T,

fi(0) =i (i, ai 5(0)) -

Proof. Given ¢ € T"79 let T = {¢* € T*7 | £; = {;}. Then, clearly |T’| <
|F™| = ¢™. Consider a partition of T" into sets T7, ..., T} according to the value
of function f;. More formally, for any u,v € [m], and any ¢ € T),, " € T}, we

v

have that f;(¢') = f;(¢") if and only if u = v. By definition of T"7J, we have

that |T7| > 2% for all u € [m]. Thus

77| - 262
qn

m <

§252 )

We define a; ;(£) as the binary representation of k such that ¢ € T}. Now, it is
easy to see that we can determine f;(¢) given ¢; and a; ;(£). O



We now define disjoint subsets Lmix,1, Lmix,2 € £1 as follows.
Emix,l = {é S [:1 ‘ V4 ¢ T1_>1 UTQ—)I} ,

ﬁmiX’Q = {E €Ly \ﬁmix,l ’ 14 ¢ T2y T2H2} .

Informally speaking, ¢ € Lmix ; implies that f;(¢) depends on both ¢; and ¢s.
Now, let
[,2 = El \ (Lmix,l U Emix,Q) .

We denote T (¢,i) to be the set of j € {1,2} such that £ € T"77. Note that by
the definition of Lmix j, for any £ € Lo we have that 7(¢,1) UT(¢,2) = {1,2}.
We further partition Lo into Lig, Lewap, and Lyem as follows.

Lig:={leLo| T(£,1)={1}, T(£,2)={2}},

»C'swap = {E € £2 \'Cid | T(ﬁ, ]-) = {2}3 T(& 2) = {1}} )

and
Lyem := Lo \ (Acid U £swap) .

The partitioning of R is defined similarly. We will later consider the partitions
of £ x R to be the product of individual partitions of £ and R (hence, at the
end £ x R is partitioned into 72 parts).

8.3 Analyzing the parts

We will argue that for any part, either its probability is small, or ¢ 4(L, R)
conditioned on (L, R) belonging to it, is close to some distribution in D. We
then apply Lemma [7] to obtain a proof of Theorem [2]

Case: “f or g is far from bijection”

Lemma 9. For i = 1,2, and R* C R, if |L,; X R*| > g*™™ - 275 then there
exists a distribution D that is a convex combination of distributions in Drorget,s
such that

A(drg(L, R)(L,RyeLm . xr ;D) <27°.

Proof. Without loss of generality, let i = 1, and let |Ce, 1 X R| > ¢*™™ 275, Let
L, R be distributed uniformly over L, 1 and R* respectively. Note that by the
assumption we have that [Lgp 1| > ¢>™™ - 27° and |R*| > ¢*™™ - 275, Thus,

H. (L) > (2r —1)nlogg—s and Hy(Lo|L1) > (27 — )nlogg—s, (8.1)
and

H.(R) > (2r—1)nlogg—s and Hy(Ra|R1) > (27 —1)nlogqg—s. (8.2)



Denote (Ly, Ri) by Xy, and (fx(L), gx(R)) by X}, for k = 1,2. We have that

Fo (B4l X, f()) 2 5 —logg.

Also, using Le:mm~a we get that L and R (and hence Ly and R;) are indepen-
dent given f(L), Ry, and X». Thus, using the fact that Ext is a strong two-source
extractor, we have that

X1, Ry, Xs, f(L), Ry my-o+n) U, Ry, Xa, f(L), Rz,
where U; is uniformly random in F. This implies that
X1, Xo, X1, X5 ~g_(a) U, Xo, X1, X5 . (8.3)

Now, X1, X} are independent of Uy, and can be seen as a randomized function
of XQ. Let
Ui, X2, X1, X3 = Ur, Xo, hi (X2, Z), ha (X2, Z)

for Z independent of Uy, X5. Using Equation [8.1] and and that Ext is a two-
source randomness extractor, we have that X, is 27+ _close to uniform. Thus,
using triangle inequality, we get that

X1, Xo, X1, X5 Rg-s Up, U, h1(Ua, Z), ho(Us, Z)
which implies the result. a

In a symetric way we can prove the following.

Lemma 10. For i = 1,2, and L* C L, if |L* X Rep,i| > ¢*™ - 275 then there
exists a distribution D that is a convex combination of distributions in Drorget,s
such that

A(drg(L, R)(L,RyeLs xR, ;D) <27°.

Case: “output of f or g is mixed”

Lemma 11. For j = 1,2, and R* C R, if |Lmix,; X R*| > ¢*™ - 27° then there
exists a distribution D that is a convex combination of distributions in Dynif,;,
such that

A(dgg(Ly R)|(L,Rye Lo, xR* 3 D) <277

Proof. Let us assume that |Lmix1 X R*| > ¢*™" - 275, (Case j = 2 is analogous.)
From the assumptions we have that |Cmix1| > ¢°™ - 27% and |R*| > ¢*™ -
275, Let I~/, R be distributed uniformly over Lpnix1 and R* respectively. Denote
Ext(Ly, Ri) by Xy, and (fx(L), gr(R)) by X}, for k = 1,2. Reasoning similarly
as in Lemma [9] we have that X7 is ¢ -2~ (6t1_close to uniform, and also X5 is
q3-2= G+ close to uniform given L1, Ry, and hence using the hybrid argument,
we have that

X17X2 %2—5(1—3 Ul,UQ 5 (84)



where Uy, Uz, are independent and uniformly distributed in F. We now give a
lower bound for Ho (L;|f1(L)) for i = 1,2 using the definition of Lumix 1.

Hoo(f/2|f](l~/)) = —log max Pr(f/,» =/ A f](f/) =1y)
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Thus, we have that for i = 1,2, X; is 275 !¢ 3-close to uniform given f;(L), R,
and hence,

A (Xi,Ext(fl(i),gl(R)) , Ui,Ext(fl(i),gl(]:Z))> < g 39

Also, since Lnix,1 and R* are in the complement of L¢,, and Ry, respectively,
we have that

Hoo(f;(L)) > Hoo(f(L)) —nlogg > (27 — 1)nlogqg — B — s ,

and

Hoo(g;(R)) = 27 — 1)nlogq — b1 — s .
This implies that
A(X, X5 U, Up) < g2 -27%, (8.5)
where U7 is uniform in F.
Now, we claim that

A(X17X27X{ 5 U17U27U{) S 2_8 . (86)

If not, then by the XOR Lemma, there exist aj,as,as, not all zero such that
a1 X1 + asXo +az Xy is not 27° - g3 close to uniform. By Equation we have
that ag # 0, and by equation we have that aq,as # 0 . Consider two sources
in F? as (alil,a2i27a3f1(i)) and (f%l,]?g,gl(é)). Applying Ext to these two
sources gives a1 X1 + asXs + a3 X/. The two sources have min-entropy at least
2rnlogg — s, and hence 22:1 aiX; + ar1Ext(f;(L), g;(R)) is 275¢>-close to
uniform, which is a contradiction. a

Symmetrically, we get that
Lemma 12. For j = 1,2, and L* C L, if |L* X Ruix;| > ¢*™™ -27° then
A(dygg(L, R)(L,RyeLr xRy 3 D) <277,

for some D that is a convex combination of distributions in Dy, ;.



Case “L € Lig U Lowap and R € Rig U Rewap”

Lemma 13. If |Lig X Rewap| > g*™™ - 275 then there exists a distribution D that
is a convexr combination of distributions in Diorget,1 sSuch that

A(drg(L, R)(L,RyeLiyxRap s D) <277

Proof. This proof is almost identical to that of Lemma [0} except that it makes
crucial use of Lemma |8 Let |Lig X Rewap| > ¢*™™ - 275, Let L, R be distributed
uniformly over Lig and Rswap respectively. Note that by the assumption we have
that |Lig| > ¢*™ - 27° and |Rewap| > ¢*™™ - 27%. Thus, for k = 1,2,

Hw(ik|ik_1) > (27 —1)nlogq — s, (8.7)
and o
H. (Ri|Rk—1) > (27 — )nlogq — s, (8.8)

where Ly = Ry = 0. Denote (Ly, Ry) by Xi, and (fix(L),gr(R)) by X| for
k = 1,2. By Lemma [§] there exists maps a; 1, ass from Lig to {0,1}72, and
b1,2, be1 from Rewap to {0,1}72, such that fl(i), fg(i), gl(f%), gg(R) are de-
termined uniquely given (L1, a1,1(L)), (La,a22(L)), (Rz2,b2,1(R)), (R1,b1,2(R)),
respectively.

Also, using Lemma 4| we get that L and R (and hence L; and R;) are
independent given X, = (L, Ry), X!, and X}4. Thus, using the fact that Ext is
a strong two-source extractor, we have that

Xlu Rh X2u f(f/>7 ]:?Q Rg—(s+1) U17 ‘élv X27 f(-z’)7 RQ 9
where U; is uniformly random in F. This implies that
X17X2,X1,Xé Rg—(s+1) UlaX27X{aXé .

Now, X{, X} are independent of Uy, and can be seen as a randomized function
of X5. Let
Ula X27 X{a Xé = Ulv XQ; hl(X27 Z); hQ(X27 Z) )

for Z independent of Uy, X». Using Equation [8.7] and [B-8] and that Ext is a two-
source randomness extractor, we have that X is 2~V _close to uniform. Thus,
using equation triangle inequality, we get that

X17 X27 X{7 Xé Ng—s U17 U27 hl(UQa Z)a hQ(UQa Z) )
which implies the result. a

Symmetrically, we get the following:

Lemma 14. If |Lowap X Rid| > g*™™ - 27° then there exists a distribution D that
is a convex combination of distributions in Diorget,1 such that

A(py.g(L, R)(L,R)e Loy xR 3 D) <277



We now look at the case when L, R are restricted to Lig, and R;q, respectively.

Lemma 15. If |Lig X Rig| > ¢*™™ - 27% then there exists a distribution D that is
a convex combination of distributions in Diy such that

Alprg(L, R)(L,RyeLyxry 3 D) <27°.

Proof. Let |Lig x Rig| > ¢*™" - 275 Let I~/ R be distributed uniformly over Ly
and R4 respectively. Note that by the assumption we have that |L1|d‘ > ¢?™m.278
and [Rewap| > ¢2™™ - 27°. Denote (Ly, Ry) by Xy, and (fx(L), gr(R)) by X}, for
k=1,2.

By Lemma (8, there exists maps a; 1 022 from ﬁ,d to {0,1}%2, and b1,1,
bao from Rig to {0,1}72, such that fi(L), fo(L L), g (R R), 92(R) are determined
uniquely given (Ll,al)l(L)) (Lg,ag 2( )) (Rl,bl 1( )) (R27b272(R)), respec-
tively. We define the random variable Y as

Y=Ly, Ra, a11(L), a22(L), b11(R), baa(R) .

Note that X/ is a deterministic function of ¥ and R;. Similarly, X} is a de-
terministic function of Y and Eg. Let W7 be independent randomness used to
sample R, given Y and X, and let W5 be independent randomness used to
sample Lo given Y and Xs. Note that W7, W, are independent from each other
and from X7, X5,Y. Therefore, we have that

X1, X0, X1, X5 = X1, Xo, hi(X1,Y,W1), ha(Xa, Y, Ws) | (8.9)
for some functions hq, he. Also, using Lemma[2] we have that
X1, Xo, Y, Wi, Wa mg_e41y Uy, Xo, Y, Wi, Wo
Rig—(a+1) U1, Ua, Y, W1, W5 .
This implies the desired result using equation and Lemma 0
Symmetrically, we get the following:

Lemma 16. If |Lowap X Reswap| > ¢*™ - 27° then there exists a distribution D
that is a convexr combination of distributions in Dswap such that

A(bg.g(Ly R)(L,R)E Loy x Rowp 3 P) < 27°

Remaining cases
Lemma 17. |Lrem| < ¢*7"27%, and |Reem| < ¢*7"27°

Proof. Consider any £ € Liem. Since £ ¢ Ly ;j, we have that T(¢,1) U T ({,2) =
{1,2}. Also, since £ ¢ LigULqyap, there exists some k € {1,2}, such that T(¢, k) =
{1,2}. Thus, using Lemma [8] we have that f(¢) can be determined given £y,
a1, a,2. This implies that f(¢) can be determined given at most Tnlog g+ 2082
bits. Therefore

|£rem| < q7n2252 < q27n27s .

Symmetrically, |Ryem| < ¢>727%.



8.4 Finishing the proof

We partitioned £ x R into following cases.

- Eswap X Rid (See Lemma )
— Lig X Rig (see Lemma

— Lowap X Rewap (see Lemma [16)

— Liem X R* and L* X Ryem (see

— L X R* (see Lemma |9)
— L* X R, (see Lemma
— Lmix,; X R* (see Lemma
— L* X Rix,j (see Lemma

— Lid X Rewap (see Lemma Lemma,
We showed that in every case for partition £* x R* we get either % <27°

or there exists D’ from D such that
A(¢gg(L, R)|p,recrxr» ; D) <27°,

where D is a convex combination of distributions Dig U Dswap U Dunif,1 U Dunif,2 U
Drorget,1 U Drorget,2. We partitioned both £ and R each into 7 subsets, thus by
Lemma [l we obtain that there exists a distribution D in D such that

Alprq(L,R) 5 D) < 72,278,

This finishes the proof. a

9 Conclusions and Open Problems

Our main result is a generic transformation from non-malleable codes in the 2-
split-state model to non-malleable codes in the 2-split-state model that is resilient
to leakage of length upto 1/12-th of the length of the codeword. Combining with
the best known non-malleable codes in the 2-split state model achieved by a
subsequent work [2], we get constant-rate 1/12-leakage resilient non-malleable
codes.

We also observe in Sectionthat the result of [I1] implies that we can achieve
non-malleable codes resilient to a fraction of leakage arbitrarily close to 1.

Thus, our work can be viewed as initiating the study and achieving a constant
factor leakage resilience for information-theoretically secure non-malleable codes.
In view of the existential result, the main open question is whether we can give an
efficient construction of non-malleable codes that can achieve leakage-resilience
larger than a 1/12-th fraction, and thereby make non-malleable codes practically
more useful.
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A Proofs of Lemmata from Section [2|

Lemma [3| Let X1,Y7 € Ay, and X5,Ys € Ay be random wvariables such that
A((X1,X2) ; (Y1,Ys)) <e. Then, for any non-empty set A’ C Ay, we have

2e

A(Xq | X " Y, Y, N ———— .
(Xo | X1 €A Vo | 16A)_Pr(X1€A')

Proof. Let § denote A(Xz | X1 € A’ ; Yo | Y7 € A'). Then

1
5:5 Z ‘Pr(XQ::c|X1GA/)*PY(YQZMHEA/)

TEA2
<1 Z (‘PT(XQZJJ AN X4 GA/) B PT(YQZ.T N Y1€.Al)
- 2 PI“(Xl S .A/) PI“(Xl S .A/)
€A
1 1

+ Pr(Yo=2 A Y1 € A)

)

Pr(Y; € A')  Pr(X; e A)
e Y PrVie A AYy=u)

< € + €A

~ Pr(X; e A) Pr(Y1 € A') -Pr(X; € A)
_ 2e

n PI‘(Xl S .A/) '

O

Lemma |5 Let X = (X1,..., X;) € F* be a random variable, where F is a finite
field of order q. Assume that for allay, ... ,a; € F' not all zero, A(Z:Zl a; X;; U) <
e, where U is uniform in F. Then A(X1,..., X ; Up,...,U;) < eq®2/2 where
Ui,...,U; are independent and uniform in F*.

Proof. The proof uses basic Fourier analysis. Assume F has characteristic p.
Let w = €2™/P be a primitive p-th root of unity. Let Tr : F — F, denote
the trace operator from F to F,. The additive characters of F are given by
{Xa(z) : F — C:a € F} defined as

Ya (JJ) _ wTr(am) )



The additive characters of F* are given by Xa, ... a, (T1, .., 2¢) = II!_; Xa, (x;) for

ai,...,a; € F. First, we bound the Fourier coefficients of the distribution of X =
(X1,...,Xy). The (aq,...,a;) Fourier coefficient, for all non-zero (aq,...,at), is
given by

t
ElXar,oooar (X1, -, Xp)] = BT Eia aX0] = 37T O pry " a,X; = §)

beF i=1

: 1

— Tr(b) X =Pl — —

= Zw (f)’(r[z a; X; =] |]F|> )
beF i=1
where we used the fact that ), w™®) = 0. Hence for all non-zero (a1, ... ,a),
: 1
ElXara (X1, X)) <D (P> aiX; = 1] - T < 2 -|F|.
beF i=1

Let pq,....a, = Pr[(Xy1,...,X;) = (a1, ..., a;)]. By Parseval’s identity,

2
1
3 (p_m> = Y Elte, e (Xi . X < ASF?
(

a,...,at€F ai,..., a)#0

B Proof of Lemma

We will need the following fact.

Fact B.1 Let Dec : X x X - MU{L}, and Enc : M — X x X be e-non-
malleable scheme in 2—split state model for some € < % For any two messages
mo, my € M, there exist 2, x}, 9 € X such that

— Dec(29,29) = mq — Dec(x}, 1) = my

Proof. By contradiction, let us assume there exists mg,m; € M such that
Ve,ex|Dec(X, x2) N {mg,m1}| = 1. Let us define sets XY, X3 as follows

XY = {xy € X : Dec(X,x2) N {mgy,m1} = {mo}}
X} ={xy € X : Dec(X,z2) N {mg,m1} = {mi}}

Fix arbitrary 29 € X, x3 € X4, and let

XY ={zx e X : Dec(z,29) =mp}
X! ={x e X : Dec(r,ry) =my}



Consider tampering functions hy : X — X, and hy : X — X as follows. Let
ha(X9) := xd and ho(X3) := 29, and hy is defined arbitrarily in X \ (X3 U X3).
Also, if XY N A} is non-empty, then fix some z € X? N AL, and let hy(c) = x for
all ¢ € X. Otherwise choose arbitrary 2§ € A, x1 € X!, and let hy(X?) := z1
and hy (A1) := 29, and h; is defined arbitrarily in X\ (X2 U &L).

Then, we have that Tamper,, = m;, and Tamper,, = mg with probability
1, where Tamper,, and Tamper,, are as in Deﬁnition@ This implies that there
exists a distribution D over M U {L} such that Pr(D = mg) > 1 — ¢, and
Pr(D = m;) > 1 — ¢, which is a contradiction. O

Lemma [6] Let Dec : X x X — M, and Enc : M — X x X be e—non-
malleable scheme in 2— split state model for some e < % For any pair of messages
mo,m1 € M, let (X?,X3) < Enc(myg), and let (X{,X2) < Enc(m1). Then
A(XD; X{) < 2e.

Proof. By contradiction assume that A(XY; X{) > 2. Then there exists dis-
tinguisher A : X — {0, 1} such that

Pr(A(X}) =1) — Pr(A(X{) =1) > 2¢. (B.2)

By Factwe have 29, 21, x5 € X such that Dec(2?, 22) = mg and Dec(z}, x2) =
my. Now let us choose following tampering functions:

ha(r) = x2, and hy(f) = z.400).

Consider Tamper,, and Tamper,, as in Definiton @ By Equation@ we have
that
Pr[Tamper,, = mi| — Pr[Tamper,, =mi] > 2¢. (B.3)

From Definition [3| we have that there exists a distribution D such that
| Pr[Tamper,,, = mi] — Pr(D =m;)| <e, and
| Pr[Tamper,, = mi] — Pr(D =m;) — Pr(D = same)| < ¢ .
By triangle inequality, this implies,
Pr[Tamper,, = mi] — Pr[Tamper,, = mi] + Pr(D = same) < 2¢,

mo

which contradicts Equation O
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