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Thinking points

• Social consequences?

• Economic implications?

• New business models?
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The 1970s



1975 -- Microprocessors



1976 -- New Directions

• public key-distribution
• public-key cryptography
• digital signatures
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1978 -- RSA

p,q prime

n = pq

ed ≡ 1 mod (p-1)(q-1)

C = Me mod n

M = Cd mod n
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Organizers:
Allen Gersho
Len Adelman
Whit Diffie
Martin Hellman
Dick Kemmerer
Alan Konheim
Ray Pickholtz
Brian Schanning
Gus Simmons
Steve Weinstein
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1982 -- Was DES secure?



1983 -- Were PKCs secure?

• DH knapsack broken

• Much factoring work

• Other candidates
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International Association for
Cryptologic Research, Inc.

• “To promote research in cryptology”
• Nevada Corporation 16 June 1983
• Directors:

– Ernest Brickell, David Chaum, Whitfield
Diffie, Robert Jueneman, Denning, David
Kahn, Stephen Kent

• Paranoid bylaws initially
• US tax-exempt scientific organization



Crypto

• Crypto ’81-- UCSB
• Crypto ’82
➨ Crypto ’83

– Organizers: Alan Konheim, Neil Sloan, David
Chaum, Paul Eggert, Whit Diffie, Selim Akl,
Henry Beker, Tom Berson, Dorothy Denning,
Allen Gersho, John Gordon, Robert
Juneman, Gus Simmons



Eurocrypt

• April ’81 -- Burg Feuerstein, Germany
➨ Eurocrypt ’83 -- Udine, Italy
• Organizers

– Henry Beker, Thomas Beth, David Chaum,
John Gordon, Guiseppe Longho, Fred Piper



1982 -- IACR had 102 members

from 9 nations
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Asiacrypt

• Asiacrypt ’91 -- Fujiyoshida, Japan
– Organizers: Shigeo Tsujii, Yoshihiro Idaware, Masao

Kasahara, Kenji Koyama, Ryoko Akiyama, Hideki Imai,
Toshiya Itoh, Shin-Ichi Kawamura, Naohisa Komatsu,
Sadami Kurihara, Kaoro Kurosawa, Tsutomu Matsumoto,
Hideo Nakano, Koji Nakao, Kazuo Ohta, Tatsuaki Okamoto,
Ryoui Onda, Kazuo Takaragi, Kazue Tanaka, Atsuhiro
Yamagishi

• Many other Asiacrypts in many places
➨ Asiacrypt 2000 -- Kyoto, Japan
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1990s -- Differential CA

✖ MD5

~ SAFER (with Lars Knudsen)

✔ McEliece PKC



Related-message Attack

We will now generalize the message-resend attack. Suppose that there are two cryptograms

c m SGP e1 1 1= +
and  m m1 2≠ , e e1 2≠

c m SGP e2 2 2= +

and that the cryptanalyst knows a linear relation, for example m m1 2+ , between the messages. We call
this a related-message condition. In this case the cryptanalyst may recover the mi from the set of ci  by
doing one encoding and by then following the attack method of Section 4.1. Here are the details.

Combining the two cryptograms we get

c c m SGP m SGP e e1 2 1 2 1 2+ = + + + .

Notice that m SPG m SGP m m SGP1 2 1 2+ = +( ) , a value the cryptanalyst may calculate in a related-
message condition from the known relationship and the public key.

The cryptanalyst solves

c c m m SGP e e1 2 1 2 1 2+ + + = +( )

and proceeds with the attack as in Section 4.1, using ( ( ) )c c m m SGP1 2 1 2+ + +  in place of ( )c c1 2+ .

Remark
The message-resend attack is that special case of the related-message attack where m m1 2 0+ = .



4 December 2000

• PKC accepted and in wide use

• DES secure against all but exhaustive
search attack
– Not even DCA and LCA defeated it
– Replaced by AES

• Academic cryptography is thriving



2000 -- IACR has 959 members

from 52 nations



In the past 20 years

• Arcane to commonplace
• Difficult to easy
• Expensive to cheap



But “everybody” still believes

• Cryptography is hard and expensive
• Mathematically complex
• Performance slow
• And designs around it



Ron Rivest

• Invented RSA 10
years too soon

• Performance was
awful in 1978

• Patent expired on
Sept. 20, 2000



And that got me to thinking

• That what “everybody knows” is wrong
• And is getting more wrong real fast

• What would happen if we started
knowing something different



Trends
• Moore’s Law +

• Open conferences and literature
• Textbooks and handbooks
• Internet, e-commerce, wireless
• Young people entering the field
• Rise of successful businesses
• Consumers use cryptography
• Commodification and integeration of

cryptographic devices
• Easing of government regulation



RSA speed (K 512-bit op/sec)
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Young people entering field

• 20% of attendees at Eurocrypt 2000
registered as students

• 300 people signed up for Dan Boneh’s
Intro to Crypto course at Stanford



Consumers make wide use of
(hidden) cryptography

• TLS (SSL) and SET protocols
• Cellular telephony
• Pay television and IPPV
• Point-of-Sale terminals



Trends
• Moore’s Law
• Open conferences and literature
• Textbooks and handbooks
• Internet, e-commerce, wireless
• Young people entering the field
• Rise of successful businesses
• Consumers use cryptography
• Commodification and integeration of

cryptographic devices +

• Easing of government regulation



Commodification of
cryptographic devices

• Ex. BlueSteel Networks
– Founded April 1999
– To make accelerator chips
– First chip sampled September 1999
– Bought by Broadcom

• November 1999 -> Mar 2000
• Gigabit Ethernet, cable modems, set-top boxes



Vision for 2020 -- A future of
cryptographic abundance



a•bun•dance, n.

1 A great or plentiful amount; ample
sufficiency; profusion; copious supply;
superfluity.

2 Fullness to overflowing.
3 Wealth.
• -- strictly applicable to quantity only, but

sometimes used of number.
No need to conserve

E.g., IP protocol operations



Will it happen?

• User interface complexity?
• Key management issues?
• Government regulation?

What do you think?



Imagine a world of abundant
cryptography

• Cryptographic operations fast, plentiful

• Encapsulated and hidden from users



What would things be like in
that world?



Scientific questions

• Complexity theory

• Information theory



Engineering tradeoffs

• Ecology
• Systems engineering

– Architectural decisions (Show cryptoserver)

– Key management
• Protocols
• Infrastructure
• Algorithms



Cryptography as a
network service

CRYPTOSERVER

CRYPTOSERVER



PARC Cryptoserver

• Network-based cryptographic operations
– Trust model issues

• >10,000 1024-bit modular
exponentiations/sec by December 2001

• We expect 10Gb/sec Ethernet soon after
• At these speeds cryptography is no

longer the bottleneck



Complexities of key
management must be hidden
from the user

• Perhaps even at the expense of security
• PKI acceptance is an Human-Computer

Interfacr (HCI) issue
• It’s about usability
• Cryptography needs to disappear into

the infrastructure



Engineering tradeoffs

• Systems engineering
– Architectural decisions
– Key management

• Protocols
• Infrastructure
• Algorithms



Per-tree pricing protocols

• Privacy scales nearly linearly with
computational burden

• Charge per-tree
• Examples:

– Private information retrieval [Chor et al.][Cachin]

– Group authentication [Chaum, van Heist] [CDS]

– Mix networks [Chaum][Jakobsson]



Engineering tradeoffs

• Systems engineering
– Architectural decisions
– Key management

• Protocols
• Infrastructure
• Algorithms



Social implications
• Membranes and sinews
• Privacy
• Work practices
• Communities

– Big
– Dispersed
– Frothy



Ad hoc networking
• Blue Tooth (of course)
• Casual LAN (CLANS)

– Wearable computers
– Modular robotics



New businesses possible

• Enable the access economy
– (markets, property) => (networks, access)

• New business models
• New industries



Economic consequences

• Access economy [Herb Simon]
• Authentic experience
• Digital property rights
• Monetary dematerialization
• Attack vs. defense

– Implications for SIGINT and surveillance
– Military implications



Political implications

• Changing role of government
• Information warfare



What next?

• Does this make sense to you?

• Can you use it in your work?

• Go forth and spread the word



Cryptologic future
1500 1600 1700 1800 1900•

ELECTRONIC

ELECTRO-MECHANICAL

MECHANICAL

HAND SYSTEMS

STORED PROGRAM

PUBLIC-KEY

2000

WRITING

•

Abundant



2020 - Cryptography Everywhere



berson@anagram.com


