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Introduction
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UNAF Differences Cluster Multiple Characteristics

T T,

. "
.%%\.\.A; - Lo
WS, W
N\ (.

Velichkov et al. (KU Leuven) UNAF: A Special Set of Additive Differences FSE 2012 2/24



Introduction
o] ]

Applications of UNAF Differences

e Improved estimations of probabilities of
differentials through ARX.

o New (better?) attacks.
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Introduction
[ ]

Differential Cryptanalysis [Biham and Shamir,1991]

Xi-=-—-AX;-—--X;

| |
!
Xp=——-AXp-—=-=X,
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Introduction
L]

Addition, Rotation, XOR (ARX)

P
l @ Addition (&) : confusion
ARX @ Rotation (<) : diffusion within a word
1 @ XOR (#): diffusion between words
C
SHA-1
FEAL MD4 TEA Skein

RC2 MD5 RC5  SHA-2 Salsa20 BLAKE
| | | | | |
! | | | ! !
1987 1990 1994 2001 2006 2008
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The UNAF Framework
.

Types of Differences

@ Additive difference AT

AtX =X =X . )
1000, =X’
— 0101, =X
0011, = A*X

\
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The UNAF Framework
.

Types of Differences

o XOR difference A®

APX =X @ X . /
1000, =X

1101, = A®X
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The UNAF Framework
.

Types of Differences

@ BSD (Binary-Signed Digit) Difference A*

Definition

AFX : ATX[I] = (X[i)] - X[i]) € {1,0,1}, 0<i<n .

1000, =X’
— 0101, =X

1101, = A*X
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The UNAF Framework
.

Types of Differences

@ NAF (Non-Adjacent Form) Difference AN

Definition
A NAF is a special BSD diff. s.t. no two consecutive bits are non-zero:

%i: (AVX[i]£0)A(ANX[i+1]#0), 0<i<n-1.

+1-23-1.22-1.20=1101, = A*X ,
+1-22-1.29 = 0101, = ANX .

A+X:3:{
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The UNAF Framework
€00000

UNAF (Unsigned NAF) Difference

AYX = {A*ta:|ANa| = |ANX|} .

AYX =5 — AYX ={3,13,5,11} .

3=41-22-1.2% mod 2*) =0101
13=-1.224+1.20 d24) =0101

AYX — 5 — R ey — 0101 .
5=41-22+1-29 mod2*) =0101
11=-1-22-1-2° mod 2*) =0101

.
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The UNAF Framework
000000

The Additive Differential Probability of XOR (adp®)

ai by Ata+a; ATbhb+Dby
C1 Atc+cy

(ATa+a)®(ATb+by)) — (&g ®by) =A'c .
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625
adp®( 5, 1— 6)=0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625
adp®( 5, 1 — 6)=0.15625
adp®( 5,15 — 10) = 0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625
adp®( 5, 1 — 6)=0.15625
adp®( 5,15 — 10) = 0.15625
15 adp®( 5,15 — 6) = 0.15625
5 1
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 - 10) = 0.15625
adp®( 5, 1 6)=0.15625
adp®( 5,15 — 10) = 0.15625
adp®( 5,15 — 6) = 0.15625
1; 1? adp®(11, 1 — 10) = 0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625

adp®( 5, 1 — 6)=0.15625

adp®( 5,15 — 10) = 0.15625

adp®( 5,15 — 6) = 0.15625

11 15 adp®(11, 1 — 10) = 0.15625
S 1 adp®(11, 1 — 6)=0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625

adp®( 5, 1 — 6)=0.15625

adp®( 5,15 — 10) = 0.15625

adp®( 5,15 — 6) =0.15625

11 15 adp®(11, 1 — 10) = 0.15625

S 1 adp®(11, 1 — 6)=0.15625
adp® (

(11,15 — 10) = 0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625
adp®( 5, 1 — 6)=0.15625
adp®( 5,15 — 10) = 0.15625
adp®( 5,15 — 6) = 0.15625
11 15 adp®(11, 1 — 10) = 0.15625
S 1 adp@(ll 1— 6)=0.15625
adp® (11,15 — 10) = 0.15625
adp®(11,15 — 6) = 0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials

D

(5, 1 10)=0.15625
(5 1— 6)=0.15625
( 5,15 — 10) = 0.15625
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The UNAF Framework
000000

UNAF: Clustering of Differentials
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The UNAF Framework
000000

UNAF: Clustering of Differentials
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The UNAF Framework
000000

UNAF: Clustering of Differentials

adp®( 5, 1 — 10) = 0.15625
adp®( 5, 1 — 6)=0.15625
3 adp®( 5,15 — 10) = 0.15625
adp®( 5,15 — 6) = 0.15625
11 15 adp®(11, 1 — 10) = 0.15625
S 1 adp®(11, 1 — 6)=0.15625
adp® (11,15 — 10) = 0.15625
adp®(11,15 — 6) = 0.15625
adp®( 3, 1 — 10) = 0.09375
? adp®( 3, 1 — 6)=0.09375
adp®( 3,15 — 10) = 0.09375
adp®( 3,15 — 6) = 0.09375
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The UNAF Framework
000000

UNAF: Clustering of Differentials

13
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11 15
5 1

adp®( 5, 1 — 10) = 0.15625
adp®( 5, 1 — 6)=0.15625
adp®( 5,15 — 10) = 0.15625
adp®( 5,15 — 6) = 0.15625
adp®(11, 1 — 10) = 0.15625
adp®(11, 1 — 6)=0.15625
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adp®( 3,15 — 6) = 0.09375
adp®(13, 1 — 10) = 0.09375
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The UNAF Framework
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UNAF: Clustering of Differentials
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The UNAF Framework
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UNAF: Clustering of Differentials
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The UNAF Framework
000000

UNAF: Clustering of Differentials

{13, 3, 11,5} {15, 1} AYa=5 AYb=1
— _|
{10, 6} AYc =10

adp® >0 .
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The UNAF Framework
000000

Main UNAF Theorem

adp®(Ata,ATb - ATc) >0 = adp®(a,5 =) >0,

Va € AYa, V8 € AVb, vy e Alc .
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The UNAF Framework
00000e

The UNAF Differential Probability of XOR

udp®(AYa, AYb — AYc) =

#{(as,by) : Atac AVYa,A*b € AYb,Atc € AVc}
#{(az,by) : Atae AYa, Ath € AUb}

Velichkov et al. (KU Leuven) UNAF: A Special Set of Additive Differences FSE 2012



Salsa20
[ ]

Salsa20 Input State

@ 256-bit key (ko, ki, ..., k?)

@ 64-bit nonce (vo, V1)

@ 64-bit counter (to, ;)

@ four 32-bit constants cg,cq,Co,C3
o kKol W wd o wg
ks W owd owd ol

%
0 0 0 0
Ka Wg Wg W%O W%l
ks ke k7 Wi Wiz Wiy Wig

13/24
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Salsa20
[ ]

One Round

Wlé vvli Wlé vvliz vvlé vvlé vvlis wli Wlio W|£4 W|£ Wlé Wlis vvlé W7 Wi,
qr ound ” qr ound ” qr ound ” qgr ound

S S S S S S S S S S S S S S S S
Wg Wz Wg Wy, Wg Wg Wiy Wi Wiy Wiy Wy Wg Wiy W3 W7 Wiy

s=r+1.
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Salsa20
L o)

One qr ound

imn}
|mu)

< 9o

m
o

< 13l&

(um)
(==

<[« 18

Wr—|—1 W£+l W£+l Wr+1
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01000 110010 1nOvnO 1110 110 \ps0
Wo Wy WgWiy; Wg WogWia Wy Wy Wiy W, Wg

r = 8/12/20 ROUNDS

[T 1T 1 [T T 1 [T T 1
r r r r r r r r r r r r
Wo Wy WgWi, Wg WoWy3Wq Wig Wy W, We

Wy W oWy owg
W, W5 owg o wy
Wg Wy Wiy Wiy
Wi, Wi Wi, Wig




Applications
[ Jelelele}

Estimating Probability of Differentials using UNAF

Three estimations of the probabilities of the N-round differential:
+ NoA+
AT — ATyt -

© Based on experiments:
Pexper -
@ Using single additive differences:

Paca = | [ adp™™ .
© Using UNAF differences:

p\unaf = H UdpARX :
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Improved Probability Estimations Using UNAF

Probability (Log2)

-50

-40

-30

-20

-10

Estimating the Probabilities of ARX Differentials Using UNAF

' ' ' Esltimated ExlperimentaII;/ —
UNAF ===
Additive m— ]

3 4 5 6 7 8
3-Round Differentials for Salsa20 (Index)



Applications
[e]e] lele}

Key-recovery attack on Salsa20/5

{AY}9 = 0x80000000 — {AY}3, = 0x01000024

{AY)5

Velichkov et al. (KU Leuven) UNAF: A Special Set of Additive Differences FSE 2012



(A%}
I I I Iy I N N I

qr ound ” gr ound ” qr ound ” qr ound

| qr ound ” qgr ound ” qr ound ” qr ound
| [T T 1

BEos]  [agad] (a3




Applications
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Attack Complexity

Rounds Reference Time Data Type of Differences
Salsa20/5  Our result* 2167 27 Additive
Salsa20/5 Crowley 2165 26 XOR
Salsa20/6  Fischeretal. 2177 216 XOR
Salsa20/7 Aumasson et al. 2151 226 XOR
Salsa20/8 Aumasson et al. 2251 231 XOR

* Room for improval.
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Conclusions
[ ]

Contributions and Future Work

@ Summary of Contributions:

@ Proposed new type of difference: UNAF.

@ UNAF improves estimation of probabilities of differentials.

o Demonstrated practical application of UNAF to stream cipher
Salsa20.

@ Future Work:

@ Why are the probabilities of differentials from the same UNAF set
very close? (More rigorous analysis is needed.)

o Do UNAF differences lead to better attacks?

@ Apply UNAF to other algorithms: Skein, BLAKE, TEA, ...

Thank you for your attention!
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Appendix

Computation of adp”

Computing the probability adp® is equivalent to the matrix
multiplication:

adp@(A+a, ATb — A+C) = I—Aw[n—l] .- 'Aw[l]AW[O]C R
where

wli] = A'ali] || ATb[i] | ATc[i], 0<i<n,
L=[11111111],
C=[00001000].
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Best-first Search Strategy Based on A*
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