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Introduction

Tweakable blockcipher: A family of blockcipher indexed with a
tweak (a public parameter) : E: K x T x D — D.

Introduced by Liskov-Rivest-Wagner at CRYPTO 2002
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Introduction

Tweakable blockcipher: A family of blockcipher indexed with a
tweak (a public parameter) : E: K x T x D — D.

Introduced by Liskov-Rivest-Wagner at CRYPTO 2002

We consider constructions of tweakable blockciphers from an
existing blockcipher.
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One of the original construction of Liskov-Rivest-Wagner.

t
hy
X D Ey, S y

Figure: One of the original construction of Liskov-Rivest-Wagner.

hy is randomly chosen in H a family of ¢ — AXU, functions.

Secure up to 2"/2 queries against CCA attacks (n being the size of
the blocks).
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Definition of ¢ — AXU,

Definition

Let S be an arbitrary set. A family of functions # from S to
{0,1}" is said to be e-almost-2-XOR-universal (e-AXU,) if for all
distinct x,x’ € S and all y € {0,1}", one has

Prih<sH : h(x)®h(xX)=y] <e .
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The construction of Landecker-Shrimpton-Terashima

(CRYPTO 2012).

t t
hy hy
X S— B, —D S—1 B, —D y

Figure: The construction of Landecker-Shrimpton-Terashima (CRYPTO
2012).

Secure up to 2% queries against CCA attacks (n being the size of
the blocks).
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Definition of r-CLRW

What if we increase the number of rounds ?
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Definition of r-CLRW

What if we increase the number of rounds ?

t t
hy h,
X O— Ex S—-------- b Ex, S y

Figure: The CLRW £ tweakable blockcipher construction.
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Result

Theorem

Let IC, T be sets, E € BC(K, n) be a blockcipher, and H be a
e-AXU, family of functions from T to {0,1}". Then one has:

e r+1
AV eu(q.7) < r- AdVEP(q,7 4 rqT) £ T (20)"

and

cca cca 4\/§ 7 7
Advy 5 (g, 7) < r-Advg (Q>T+qu)+ﬁq( Jr2)/4(25) /4

where T is the time to compute E or E~1.

Secure up to Pl queries for NCPA attacks.
Secure up to 272" queries for CCA attacks.
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Introducing intermediate worlds

Real World
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Introducing intermediate worlds

Real World Ideal World

ty

YiseosYes---5Yq Yiseo s Yes---5 Yq
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Introducing intermediate worlds

Real World World g Ideal World

ty

YiseosYes---5Yq Yiseo s Yoy -5 Yq Yisoos Yoo+ Yq
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Introducing intermediate worlds

Real World World q World 0 Ideal World

ty

YiseosYes---5Yq Yiseo s Yoy -5 Yq Yy Vs -5 Yq Yisoos Yoo+ Yq
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Introducing intermediate worlds

Real World World q World 0 Ideal World

ty

YiseosYes---5Yq Yiseo s Yoy -5 Yq Yy Vs -5 Yq Yisoos Yoo+ Yq
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Introducing intermediate worlds

Real World World q World 0 Ideal World

ty

YiseosYes---5Yq Yiseo s Yoy -5 Yq Yy Vs -5 Yq Yisoos Yoo+ Yq
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Introducing intermediate worlds

Real World World q World 0 Ideal World

ty

YiseosYes---5Yq Yiseo s Yoy -5 Yq Yy Vs -5 Yq Yisoos Yoo+ Yq
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Still introducing intermediate worlds using different queries

World q World 0

Yiseo s Yes---5Yq Yiseo s Yes---5 Yq
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Still introducing intermediate worlds using different queries

World q World ¢ World 0

Xiyoooy Xpy ooy Xq X1y s Xoy Upy1, - -0, Ug Uy, ... Ug, ..., Ug

Yiseo s Yes---5Yq Yiseo s Yoy -5 Yq Yiseo s Yes---5 Yq
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Still introducing intermediate worlds using different queries

World ¢ + 1 World ¢

Xy oy Xpy Xog1, Upy2, - .o, Ug Xy ey Xgy Upy1, - -0 Ug

Yi,oo s Vs -5 Vg Yisoos Vs -5 Yq
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Still introducing intermediate worlds using different queries

World ¢ + 1 World ¢

Rodolphe Lampe, Yannick Seurin Tweakable Blockciphers with Asymptotically Optimal Security



The last g — ¢ — 1 outputs have the same distributions

World ¢ + 1 World ¢

X1y - oo Xos Xo41 X1y Xy Upta

Vi Yo Yo Yiseo Yo Yin
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Coupling

A coupling of ;1 and v is a distribution A on Q x Q such that for all
x€Q, 3 cqAx,y) = p(x) and for all y € Q,

Y xea AM(x,¥) = v(y). In other words, A is a joint distribution
whose marginal distributions are resp. p and v.
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Coupling

A coupling of ;1 and v is a distribution A on Q x Q such that for all
x€Q, 3 cqAx,y) = p(x) and for all y € Q,

Y xea AM(x,¥) = v(y). In other words, A is a joint distribution
whose marginal distributions are resp. p and v.

Lemma (Coupling Lemma)

Let p and v be probability distributions on a finite event space €,
let \ be a coupling of u and v, and let (X,Y) ~ X (i.e. (X,Y) s
a random variable sampled according to distribution \). Then
lu— vl < PrX # Y].
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Let 0 < p; < pp <1 and (G, G be two coins such that C; makes a
head with probability p; and C; makes a head with probability ps.
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Let 0 < p; < pp <1 and (G, G be two coins such that C; makes a
head with probability p; and C; makes a head with probability ps.
What's the advantage to distinguish the two coins ?
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Let 0 < p; < pp <1 and (G, G be two coins such that C; makes a
head with probability p; and C; makes a head with probability ps.
What's the advantage to distinguish the two coins ?

We can couple them:

p1 (1 and G make head
p> — p1 | G makes tail and C, makes head
1—po | G and G, make tail
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Let 0 < p; < pp <1 and (G, G be two coins such that C; makes a
head with probability p; and C; makes a head with probability ps.
What's the advantage to distinguish the two coins ?

We can couple them:

p1 (1 and G make head
p> — p1 | G makes tail and C, makes head
1—po | G and G, make tail

The advantage is upperbounded by p> — ps.
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Application of the Coupling Technique

World ¢ + 1 World ¢

X1y - oo Xos Xo41 X1y Xy Upta

Vi Yo Yo Yiseo Yo Yin
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Coupling on the ¢ first queries

o Pick hy,..., h in H.
o Define h = hy,..., h,. = h,.
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Application of the Coupling Technique

World ¢ + 1 World ¢

X1y - oo Xos Xo41 X1y Xy Upta

o] [}

Vi Yo Yo Yiseo Yo Yin
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Coupling on the ¢ first queries

o Pick hy,..., h in H.
o Define b} = hy,...,h. = h,.
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Coupling on the ¢ first queries

o Pick hy,..., h in H.
o Define b} = hy,...,h. = h,.

@ Pick my,...,m uniformly random.

Rodolphe Lampe, Yannick Seurin Tweakable Blockciphers with Asymptotically Optimal Security



Coupling on the ¢ first queries

Pick hy,....h, in 2.
Define hy = hy,..., h,. = h,.

Pick 71, ..., uniformly random.

For every i < ¢, 7} acts like m1 when computing x;.
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Coupling on the ¢ first queries

Pick hy,...,h, in H.
Define hy = hy,..., h,. = h,.
Pick 71, ..., uniformly random.

For every i < ¢, 7} acts like m1 when computing x;.

Same process for 75, ..., 7).
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Coupling on the ¢ first queries

Pick hy,...,h, in H.
Define hy = hy,..., h,. = h,.
Pick 71, ..., uniformly random.

For every i < ¢, 7} acts like m1 when computing x;.

Same process for 75, ..., 7).

=Vi<lyl =y.
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Application of the Coupling Technique

World ¢ + 1 World ¢

X1y - oo Xos Xo41 X1y Xy Upta

4] [

] [

V1o Yo, Yo+ }/1,»»»-)’17}’Z+1
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Coupling of the ¢ + 1—th query

World ¢ + 1 World ¢

X1 Upya

(5] [}

E] 47 t[Jrl

/
Ye+1 Yoy
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Coupling of the ¢ + 1—th query

If 71(xe+1 @ h1(te+1)) and 7} (ups1 @ h1(te41)) are not already
defined, we can couple them by choosing the same randomness for
both, we define:
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Coupling of the ¢ + 1—th query

If 71(xe+1 @ h1(te+1)) and 7} (ups1 @ h1(te41)) are not already
defined, we can couple them by choosing the same randomness for
both, we define:

Ty (e © hi(tes1)) = m1(xes1 ® hi(tesn)).
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Coupling of the ¢ + 1—th query

If 71(xe+1 @ h1(te+1)) and 7} (ups1 @ h1(te41)) are not already
defined, we can couple them by choosing the same randomness for
both, we define:

Ty (e © hi(tes1)) = m1(xes1 ® hi(tesn)).

If 71(xp41 ® h1(tes1)) or w1 (uer1 @ hi(tey1)) is already defined
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Coupling of the ¢ + 1—th query

If 71(xe+1 @ h1(te+1)) and 7} (ups1 @ h1(te41)) are not already
defined, we can couple them by choosing the same randomness for
both, we define:

Ty (e © hi(tes1)) = m1(xes1 ® hi(tesn)).

If 71(xp41 ® h1(tes1)) or w1 (uer1 @ hi(tey1)) is already defined
(due to a collision of the form xp41 @ h1(ter1) = x;i © hi(t;) or
upr1 @ hi(ter1) = X @ ha(ti)
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Coupling of the ¢ + 1—th query

If 71(xe+1 @ h1(te+1)) and 7} (ups1 @ h1(te41)) are not already
defined, we can couple them by choosing the same randomness for
both, we define:

Ty (e © hi(tes1)) = m1(xes1 ® hi(tesn)).

If 71(xp41 ® h1(tes1)) or w1 (uer1 @ hi(tey1)) is already defined
(due to a collision of the form xp41 @ h1(ter1) = x;i © hi(t;) or
upr1 @ h1(ter1) = xi @ hi(t;)), we can’t couple and we try to
couple on the next round.
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Probability of not coupling at round 1

The probability for not coupling on the first round is upperbounded
by the sum over i < 7 of the events

Xe+1 D hi(ter1) = xi @ hi(ti) or upy1 & M(ter1) = x © hi(t;)
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Probability of not coupling at round 1

The probability for not coupling on the first round is upperbounded
by the sum over i < 7 of the events

Xe+1 D hi(ter1) = xi @ hi(ti) or upy1 & M(ter1) = x © hi(t;)

which is equivalent to hy(te11) @ hi(t;) equals xp41 & x; or
Upy1 D X;.
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Probability of not coupling at round 1

The probability for not coupling on the first round is upperbounded
by the sum over i < 7 of the events

Xe41 @ hi(ter1) = xi ® hi(t;) or upy1 ® hi(ter1) = xi @ hi(t)
which is equivalent to hy(tg11) @ hi(t;) equals xp41 ® x; or
Upy1 D X;.

Since maxy x y Pr[h <—¢ H : h(x) ® h(x') = y] <, the
probability of not coupling at round 1 is upperbounded by ¢ x 2¢.
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Probability of not coupling at the next rounds

Using the same reasoning, the probability of coupling at each
round is upperbounded by 2fe and since each round functions are
independent, the probability of coupling nowhere is upperbounded
by (2¢e)".
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Probability of not coupling at the next rounds

Using the same reasoning, the probability of coupling at each
round is upperbounded by 2fe and since each round functions are
independent, the probability of coupling nowhere is upperbounded
by (2¢e)".

q-1 r+1

r+1

(22)"
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Result

Theorem

Let K,T be sets, E € BC(K, n) be a blockcipher, and H be a
e-AXU, family of functions from T to {0,1}". Then one has:

— r1
AV eu(q.7) < r- AdVEP(q,7 4 rqT) 4 T (20)"

where T is the time to compute E or E71.
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From NCPA to CCA

To obtain CCA security, we show that composing two
NCPA-secure tweakable blockciphers (with the same tweak) yields
a CCA-secure tweakable blockcipher.
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From NCPA to CCA

To obtain CCA security, we show that composing two
NCPA-secure tweakable blockciphers (with the same tweak) yields
a CCA-secure tweakable blockcipher.

Applying this result to the CLRW"£:7 construction yield the
following result.
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Result

Theorem

Let K,T be sets, E € BC(K, n) be a blockcipher, and H be a
e-AXU, family of functions from T to {0,1}". Then one has:

CLRW/E.H

_ 4+/2
AdvEd (g,7) < r-AdvE?(q, T—f-qu)—Ff\:j2 q(”r2)/4(25)r/4

where T is the time to compute E or E~1.

Open question: Prove security up to 21" queries against CCA
attacks.

Rodolphe Lampe, Yannick Seurin Tweakable Blockciphers with Asymptotically Optimal Security



Thank you

Any question ?
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