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Abstract. We investigate a general class of (black-box) constructions
for range extension of weak pseudorandom functions: a construction
based on m independent functions F1, ..., Fy, is given by a set of strings
over {1,...,m}"*, where for example {(2), (1,2)} corresponds to the func-
tion X — [F2(X), F2(F1(X))]. All efficient constructions for range ex-
pansion of weak pseudorandom functions that we are aware of are of this
form.

We completely classify such constructions as good, bad or ugly, where the
good constructions are those whose security can be proven via a black-
box reduction, the bad constructions are those whose insecurity can be
proven via a black-box reduction, and the ugly constructions are those
which are neither good nor bad.

Our classification shows that the range expansion from [10] is optimal,
in the sense that it achieves the best possible expansion (2™ — 1 when
using m keys).

Along the way we show that for weak quasirandom functions (i.e. in the
information theoretic setting), all constructions which are not bad — in
particular all the ugly ones — are secure.

1 Introduction

PSEUDORANDOMNESS, introduced by Blum and Micali, is a crucial concept in
theoretical computer science in general, and cryptography in particular. Infor-
mally, an object is pseudorandom if no efficient adversary can distinguish it from
a truly random one. The most popular pseudorandom objects are pseudorandom
generators (PRG), functions (PRF), and permutations (PRP). A PRG is a func-
tion prg : {0,1}™ — {0,1}™ where m > n and no efficient A can distinguish
prg(U,) from U,,, where U; denotes the uniform distribution over ¢ bit strings.
A PRF is a family of functions F' : {0,1}*x {0,1}" — {0,1}™, where no efficient
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A can distinguish F'(Uy,.) from a uniformly random function. Weak PRFs, are
defined similarly to PRFs, but where the adversary gets only to see the outputs
on random inputs (and not on inputs of his choice). PRGs, PRFs, and PRPs are
equivalent, i.e. black-box reducible, to one-way functions [4, 3, 6]. Unfortunately
these reductions are quite inefficient, and therefore practical pseudorandom ob-
jects are either constructed from scratch (like the AES block-cipher, which is
supposed to be a PRP) or from stronger assumptions than OWFs (in particular
number theoretic assumptions like Decisional Diffie-Hellman).

RANGE EXTENSION FOR PRGS AND PRFs. From a PRG prg : {0,1}" —
{0,1}2" one can efficiently construct a PRG with a larger range: on input
X € {0,1}" compute Y. ||Yg < prg(X) and output the 4n-bit string Z «—
prg(Yp)|lprg(Yr). One can now recursively apply prg on input Z in order to
get a pseudorandom 8n-bit string and so on. The security of this construction
follows by a simple hybrid argument.

From a PRF prf : {0,1}* x {0,1}" — {0,1}" we can get a PRF prf’ :
{0,1}% x {0,1}™ — {0, 1}"* with larger range as

prf’(ki,....ke,x) =prf(ky, @) ... ||lprf(ke, x)

This construction also works for weak PRFs, but is not very practical as the
number of keys is linear in the expansion factor. Let bin(i) denote the binary
representation of ¢ padded with 0’s to the length [logt]. The following construc-
tion of a {0,1}* x {0, 1}~ Meetl — {0, 1} function

pri"(k,x) = prf(k, z(|bin(0)[| ... [lprf (k, z||bin(t — 1))

just needs a single key, and prf” is easily seen to be a PRF if prf is. Unfor-
tunately this construction does not work for weak PRFs (just consider a weak
PRF where the output does not depend on the last input bit).

RANGE EXTENSION FOR WEAK PRFs. Efficient range extension for weak PRFs
has been investigated in [2,10,11]. All constructions considered in these papers
can be defined by an ordered set « of strings over [m] = {1,...,m}. The input to
the construction are m keys ki, ..., ky, for the fixed output length PRF F', and
a single input = to F'. Each string s € a now defines how to compute a part of
the output, for example s = (2,1, 3) corresponds to the value Fj,(Fl, (Fi,(x))),
thus the expansion factor is the size of a. We give a formal definition for such
constructions, which we call expansions, in Section 3.

CLASSIFYING EXPANSIONS. Not all expansions are secure in the sense of being
a weak PRF whenever the underlying component F' is a weak PRF. Before we
continue, the reader might take a look at the three expansions given in the figure
below, and try to answer the following question: if F' is a weak PRF, which of
the three length doubling constructions will also be a weak PRF (here k1, ko are
two random independent keys).
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In this paper we exactly classify which expansions are secure and which are not
(cf. Theorem 1). Interestingly there are three (and not just two) natural classes
which come up, we will call them good, bad, and ugly (the three constructions in
the figure above are simple examples of a good, a bad, and an ugly expansion).
We call expansions whose security can be proven by a black-box reduction?
good. We call an expansion bad, if its insecurity can be proven by a black-box
reduction. There are also expansion which are neither good nor bad, we call
them wugly.

MORE ON THE NOTION OF WEAK (PSEUDO/QUASI)RANDOM FUNCTIONS. A
function is a pseudorandom function if

(i) It cannot be distinguished from a uniformly random function by any efficient
distinguisher.
(ii) It can be efficiently computed.

In this paper we also consider the setting where (ii) is not necessarily satisfied,
as the function is realized by some oracle, we call such functions simply random
functions (RF). If (i) only holds for distinguishers which may query the function
on random inputs, we prepend the term “weak” (like weak PRF). Functions
which cannot be distinguished from random by any (and not just any efficient)
distinguisher making some bounded number of queries are called quasirandom
functions (QRF).* In particular any function which is a RF relative to a PSPACE
oracle is a QRF.?

We use the term randomized function to denote a function which is not
deterministic. This could be an efficient family of functions, where a function
is sampled by choosing a random key. It could also be an oracle implementing
a function, where the oracle uses randomness. Clearly, any random function is

3 In such a reduction one constructs an efficient adversary A, such that for every ad-
versary B which breaks the security (as a weak PRF) of the expansion, the adversary
A, given black-box access to B, breaks the security of the underlying randomized
function (here A and B have only black-box access to the randomized function).
Having black-box access to some component means that one only can query it on
inputs of ones choice to get some output, but one does not get to see a description
(say as a Turing machine) of the component.

4 In the literature one often refers to such functions a almost k-wise independent
functions, where k is a bound on the number of queries.

5 This is the case as relative to a PSPACE oracle no computational hardness, and thus
no pseudorandomness, exists. So if we have a RF relative to a PSPACE oracle, its
randomness must be information theoretic, which means it is a QRF.



a randomized function as a deterministic function is easily distinguished from
random, the converse is not true in general.

1.1 Related Work

OPTIMAL EXPANSIONS. Efficient range expansion for weak PRF's have been in-
vestigated by Damgard and Nielsen [2]. They prove that there are good expan-
sions which achieve an exponential expansion factor of roughly 2/2 — 1 (using
m keys). This has been improved to roughly 3”/2 — 1 in [11] and to 2™ — 1 in
[10]. From our classification it follows (Corollary 1) that 2™ — 1 is indeed the
best possible.®

EXPANSIONS IN MINICRYPT. In [13], we show that in Minicrypt, i.e. under the
assumption that public-key cryptography does not exist”, some ugly construc-
tions® are secure. We do not know if relative to this assumption all ugly con-
structions are secure (in this paper we show that relative to a PSPACE oracle
all ugly constructions are secure).

1.2 Applications

Weak PRFs are a strictly weaker primitive than PRFs, and thus requiring that
some construction (like AES) is only a weak PRF is less of an assumption than
assuming it to be a “regular” PRF.? Still, for many applications, weak PRFs are
enough. An example is symmetric encryption [12,2,10]. The scheme defined by
encrypting a message M as (r, F(k,r) ® M), where r is sampled uniformly at
random, is IND-CPA secure if F is a weak PRF [12]. There is some overhead as
the ciphertext is |r| bits longer than the plaintext, but using range extension for
weak PRFs, a message of any length can be encrypted [2], and thus the overhead
is independent of the message length.

In particular, when using the optimal expansion from [10] in the above scheme
one needs m = [log,(|M|/n+1)] shared keys (n being the block-length) for the
(fixed output length) weak PRF (those keys can also be computed by expanding
a single key, see [10]). This expansion has a “depth” of m, by which we mean
that to compute some elements of the output, one will have to invoke the weak
PRF up to m times sequentially. Let us, however, stress that to compute all

6 In [10], it is shown — under the Inverse Decisional Diffie Hellman (IDDH) assump-
tion — that their expansion « of size 2" — 1 is optimal for expansions containing
strings of length logarithmic in the expansion factor (this corresponds to log-time
random access to the output blocks). However, this still leaves open the possibility
that a different expansion of larger size exists. In fact, [11] claim to have found a
construction with a better expansion, but their proof is flawed (see [10]).

7 This means relative to an oracle where one-way functions do exist, but key-agreement
does not, such an oracle was constructed by Impagliazzo and Rudich [5].

8 In particular (using notation introduced in the next section) o = {(1,2), (2, 1)}.

% Block ciphers like AES are usually not only assumed to be PRFs, but even super
pseudorandom-permutations, i.e. indistinguishable from a uniformly random permu-
tation when adaptively queried from both directions.



2™ — 1 outputs, one only needs a total number of 2™ — 1 invocations. This is
no contradiction, as if we compute an element with depth ¢, all the ¢ — 1 values
computed on the way will also be part of the output.

Although a depth of m is only logarithmic in the expansion factor, this might
already be too much (say, due to hardware restrictions). We show (Corollary 2)
that if we require a smaller depth ¢ < m, then the best expansion factor we can
get is Zf:o (m) — 1. Note that for m = ¢, this indeed gives the 2™ — 1 bound.

c

2 Basic Definitions

By 1 X and g X we denote the left and right half of a bit string X of even length,
respectively. We denote with [m] the set {1,...,m}.

An ezpansion « is a set of strings over an alphabet [m] for some m € N.
Consider an expansion a = {s1,...,5t}, each s; € [m]*. With s;[j] we denote
the j'th letter of s;. We denote with #a = m the alphabet size, with || e
the size, with |ja|| = 3.'_, |s;| the total length, and for 1 < i < m with «a; the
number of occurrences of the letter ¢ in a. Note that Eial a; = |l

For an expansion «, #a = m, |a| = t, and functions Fi,. .., F,,,each X — X,
we define the function

0%17"'7}7171, =X - &

as follows. On input X € X, the i’th component (¢ € [¢]) of the output is
computed using s; as

Fsiﬂsiﬂ(Fsi[\s”fl](' e Fsi[Z] (FS1[1] (X)) e ))

We will refer to the above computation as the evaluation of the i’th chain.
For a randomized function F', we denote with C the function Cf  p  where
m = #a and each F; as an independent instantiation of F'.

3 The Good, the Bad & the Ugly

We classify the expansions into three classes depending on the security they
guarantee for C§.

THE GOOD: « is good if the security of C'% as a weak random function can be
efficiently black-box reduced to the security of F' as a weak random function.'©
So whenever F' is a weak random function, also C'# is, and moreover this holds
relative to any oracle.

THE BAD: « is bad if there is an efficient construction F’ which uses some
function F as a black-box, such that the security of F’ as a weak random function

10 The reduction being efficient means that from any adversary A which breaks the
security of C'¢, we construct an adversary B where B4 breaks the security of F,
and the size of B (as an oracle circuit) is polynomial in the size of o and the range
of F.



can be efficiently black-box reduced to the security of F' as a weak random
function, but C'% is not a weak random function.
THE UGLY: « is ugly if it is neither good nor bad.

We now give a simple classification of all expansions into three classes &, 5
and 4, which by Theorem 1 below are exactly the good, the bad, and the ugly
expansions.

Definition 1 An expansion o = {s1,...,8:} i

— of type B if it does contain a string with two consecutive identical letters or
two identical strings, i.e.

i, k where s;[k] = si[k +1] or Fi,j,1<i<ji<m:s; =s;.

— of type & if it is not of type B and whenever a letter ¢ appears before a letter
d in some s € «, then d does not appear before ¢ in any string s' € o, i.e.'!

Vs, s' € ayi, g, 1,5 i sli] = ST A sl =S ni< =4 <l
— of type W if it is not of type & or B.
Theorem 1 (main) .

(i) An expansion is good if and only if it is of type &.
(i) An expansion is bad if and only if it is of type B.
(iii) An expansion is ugly if and only if it is of type LL.

That & expansions are good and B expansions are bad follows by rather simple
black-box reductions (Lemmata 1 and 2), the “only if” part is much harder. In
order to show that the i expansions are ugly, one has to come up with an oracle
implementing a random function, such that relative to this oracle the expansion
is not secure (thus it is not good), and another oracle relative to which it is
secure (thus it is not bad). For the latter oracle we use a PSPACE oracle, as
we show (Theorem 2) that for QRFs (recall that any RF is a QRF relative to a
PSPACE oracle) any expansion which is not of type 9B, is secure. The following
table summarizes the proof of the theorem.

() iU | B
good by Lemma 2 (and [10]){ not good by Lemma 3
not bad by Theorem 2 |bad by Lemma 1

So Theorem 1.(i) follows from Lemma 2 and 3, Theorem 1.(ii) follows from
Theorem 2 and Lemma 1, and Theorem 1.(iii) follows from (i) and (ii).
COROLLARIES. For every m, [10] construct a good expansion of size 2™ — 1 using
m keys: let « contain all 2™ — 1 distinct s (of length at least 1) over [m] where
s[t — 1] < s[i] for all 2 < ¢ < |s|. From our classification it follows that this is
best possible, and moreover, this expansion is the unique good expansion of size
2™ — 1 (up to relabellings of the keys).

1 Note that we do not require ¢ # d, so this condition implies that no letter appears
more than once in any string.



Corollary 1 For any m and o with alphabet size #a = m, if o is good then
la] < 2™ —1,
and this is tight for a = {s € [m]* ; s[1] < s[2] < ... < s[|s]]}.

For some ¢ < m, consider the expansion we get by removing all s € « of length
more than ¢ from the optimal expansion just described. This expansion is still
good, and it is not hard to show that it is the best good expansion of depth ¢
using m keys.

Corollary 2 For any m,c < m, and o with alphabet size #a = m, if a is good

then
‘. /m
(D)
i=0

and this is tight for o = {s € [m]* ; s[1] < s[2] < ... <s[|s]],|s]| <c}.

Note that Corollary 1 is just a special case of Corollary 2 for the case ¢ = m.

4 The Bad Expansions are Exactly B

To prove that expansions outside of B are not bad, we use the random systems
framework of Maurer [7]. Here we only give a rather informal and restricted
exposition of the framework, in particular we only consider known-plaintext
attacks (KPA), as this is the only attack relevant for this paper.

NOTATION. We use capital calligraphic letters like X' to denote sets, capital
letters like X to denote random variables, and small letters like  denote concrete
values. To save on notation we write X? for X, Xo,..., X;.

RANDOM SYSTEMS. Informally, a random system is a system which takes inputs
X1, Xo,... and generates, for each new input X;, an output Y; which depends
probabilistically on the inputs and outputs seen so far. We define random systems
in terms of the distribution of the outputs Y; conditioned on X*Y*~!, more
formally: An (X Y)-random system F is a sequence of conditional probability
distributions P Vi|xiyio1 for ¢ > 1. Here we denote by P Y|X1y, (yi, 28,y 1) the
probability that F will output y; € Y on input x; € X conditioned on the fact
that F did output y; € Y oninput z; € X for j=1,...,¢— 1.

Uniformly random functions (URFs) are random systems which will be im-
portant in this paper, throughout R,, ,, will denote a URF {0,1}" — {0,1}™.
CONDITIONS FOR RANDOM SysTEMS. With FA we denote the random system
F, but which additionally defines an internal binary random variable after each
query (called a condition). Let 4; € {0,1} denote the condition after the i’th
query. We set Ag = 0 and require the condition to be monotone which means
that 4, = 1 = A;41 = 1 (i.e. when the condition failed, it will never hold
again). Let @; denote the event A; = 1, then with vXPA(F4 @;) we denote the



probability of the event @ occurring when FA is queried on random inputs, i.e.

VKPAFA a,) = Z Pr[X* = 2¥] . Pr[@;, holds in FA(z")]
zkeXxk

1
= 7 Z Pr[@ holds in FA(z*)].
zhkexk

INDISTINGUISHABILITY. For (X, ))-random systems F and G, we denote with
A,'jPA(F, G) the distinguishing advantage of any unbounded distinguisher in a k
query known-plaintext attack. This advantage is simply the statistical distance,
i.e. with X* being uniformly random over X%

AFPA(F,G) = Y PrXF =M [PrF(*) = y] - PrlG(a*) = 41|

cheXk ykeyk

“ g 2 PR =y - PraEt = o).

Tk e Xk ykek

N =

FA = GB denotes that FA is equivalent to GB while the respective condition
holds:

FA =GB —= Vil y': Prg:;yi‘xi (v, 2') = Prgiqui (y', 2").
We say that F is dominated by G, which is denoted by FA < G, if on any

input z* and for any possible output y* the probability that F*(z?) output y*
and the condition A holds, is at most the probability that G(x?) = y*.

. . A . . . .
FA <G = Va:z,yl:Prfmyi‘Xi (yz,arz) < Pr$7‘X1 (yz,l'z)

. . A . . . .
or equivalently sz,y7’:Prgmmxiyiflaifl(yi,x”,yz_l) < Prg‘xiyi—l(yi,xz,yl_l)

Note that FA = GB implies FA < G and GB < F. The following are the two
main propositions of the framework (restricted to the case of KPA attacks).

Proposition 1 If FA < G then A?PA(F, G) < VvKPA(FA g@,).

Proposition 2 For any random systems F and G, there exist conditions A and
B such that

FA=GP and  ASPAF,G) =/ "A(F4,a,) = v/ "A(GE b,).
Proposition 1 is quite easy to prove and appeared in the original paper [7]. Propo-

sition 2 is from (the yet unpublished) [9], a weaker version of this proposition
appeared in [8].



4.1 Expansions not in 8B are not Bad

By the following theorem, Cg  p is a weak quasirandom function whenever
the F;’s are weak QRFs and « is not in 9. The distance of the output of Cg,. . F.
on ¢ random queries can be upper bounded by the sum of the dlstances of the
F,’s on qo; random queries (recall that «; is the number of invocations of F; on
an invocation of Cg, g ), plus some term which is small unless ¢ - [ is in

the order of 27/2.
Theorem 2 For any expansion o = {s1,...,8t} which is not of type B, any

randomized functions F; : {0,1}" — {0,1}",1 <i < #a := m, and every q € N:

AKPA (oo ) < AKPA Fi. R, QQHQHQ
q ( Fi,...,F,, n n- t Z ) on .

Proof. To save on notation let
IdZEf Cﬁ,1,...,Rm, a'nd C d:ef C%1,...,Fm)
where the R;’s are independent instantiations of R,, ,,. By the triangle inequality
AspA(Ca Rn,n~t) S ASPA(C7 I) + ASPA (Iy Rn,n~t)- (1)

The theorem follows from the two claims below, which bound the two terms on
the right hand side of (1) respectively.

Claim 1

A?PA (Iv Rn,n»t) é

Proof (of Claim 1). We define a condition D on I as follows: the condition is
satisfied as long as for all 7,1 < ¢ < m, there was no nontrivial collision on the
inputs to the component R;. Here the trivial collisions are the “unavoidable”
collisions which occur when two chains have the same prefix. For example in
ol 1’2’:}3 (1243} the inputs to R4 in the two different chains are always iden-
tlcal the same holds for the inputs to Ro (but not for Rs or Ry4). We now show
(using that « is not of type $B) that this condition satisfies I? < R, nt, ie.

vxla yl : Pr%’,;/\d,;\X'iY’ifl/\d,;_l(yia xla ylil) < PI{:T; tyt 1(y77 7y171) = Zith'

(2)
Assume we invoke I on the i’th query x; € {0,1}", and that d;_;, i.e. the
condition was satisfied after the (i — 1)’th query. We evaluate the ¢t = |a| chains
of I = CR, g, oneby oneand assume that the s;’s are ordered by increasing
length.'? For any j, when computing the j’th chain we stop just before we
invoke the last component R [s,;- Now, if the input to this component is fresh
(ie. Ry,qs, Was never 1nvoked on that input before), then every output has

12 This will only be important if one chain is the prefix on another.



probability exactly 27™. The probability that we get fresh inputs (to the last
components) on all ¢ chains and the outputs will be consistent with y; in all
chains is thus at most 27™*. On the other hand, if at some point we have an
input which is not fresh, then there has been a collision. Now, as no two chains
are equivalent (as a is not in B) and we process them by increasing length, it
follows that this collision was a nontrivial one, and thus d;. This concludes the
proof of (2). The first step of

m 2 20112

AZPA(LRn,n,»t) < VKPA(ID7dq) < Zz:;(grlal) < q2|7|f:|1| (3)
follows by Proposition 1 using I? < R, »+. The second step follows by the
birthday bound: the fact that d, means that at some point for some i € [m]
the uniformly random output of R; did collide with some “old” input to R;.
As R, is invoked ¢ - a; times, the probability that there will be a collision is at
most (g - «;)2/2" 1. To get the probability that there will be a collision for any
R;,i € [m], we take the union bound. A
Claim 2

m

2
AZPA(C’I) O‘” +ZAKPA Fi.R,..)

Proof (of Claim 2). For every i,1 < i < m, let A® and B’ be conditions such
that (the existence of such conditions follows by Proposition 2)

FA 2 RE, and APAF, R,,) = <PARE, D) = /PAFA @), (4)

n,n1 Vg » g
To save on notation let BEB'A---AB™ AZA'N---NA™ and ¢; = ¢~ . .
As for all FA" = Rf:n for 1 <7 < m, it follows that
cA =15 (5)

Let b =, d denote the event defined on I8P which holds if at any timepoint up
to after the ¢’th query, either D holds or B does not hold (or equivalently, either
D does not fail, or it only fails after B fails). The first step below follows by
Proposition 1 using (5) The last step follows by the union bound and observing
that b, \V d, holds iff d, V [by A [b =, d]].
AKPA(C.T) < SPAIE )

< I/KPA (IB/\Dvgq vV Eq)

< VKPAIP d,) + VPA(IBAP b, A b =, d)). (6)
We can bound the first term of (6) using (3) as vKPA(IP d,) < ¢?||c?/27 .

We now bound the second term of (6), using b, <= by V.-V I_)Zjn in the first
inequality, and the union bound in the second step:

VKPATEND B A [b = d]) = PAABP (B, V. VB | A [b = d))

< Z ATENP B A b= d)).



The term vXPA(IBAD, l_)lqi A[b =4 d]) is the probability that when querying I on ¢
random inputs, the condition B? defined on R? will fail, and it will do so before
D fails. Now, as long as D holds, R’ is invoked on uniformly random inputs: the
inputs are either part of the global input (which is random in a KPA attack), or
it is the output of some URF RY. It is important to note that in this case always
j #14,'2 so R, is never invoked on its own output, which guarantees that (while
D holds) the inputs to R; are not only random, but also independent of R,;. So

the probability that Elqi A[b =, d] in I can be upper bounded by the probability
that b,, in R’ in a normal KPA attack, i.e.

VPAIBAD B0 A (b =, d]) < KPARE D

) = A(lj,;PA(Fiv Rn,n)a

where the second step follows by (4).

o>

4.2 Type B Expansions are Bad

Lemma 1 Ezpansions of type B are bad.

Proof. To prove the lemma we show a black-box construction of a random func-
tion G based on a permutation P such that:

(i) The security of GF' as a weak random function can be black-box reduced to
the security of P as a random permutation.
(ii) For every bad expansion o, Cgp is not a weak random function.

Note that we assume that G has access to an oracle which implements a random
permutation,'4 and not just a weak RF as required by the lemma. We can do
this as random permutations and weak random functions are equivalent, in the
sense that both can be constructed from (and imply the existence of) functions
which are hard to invert on random inputs'® via a black-box reduction [3, 4, 6].

To simplify the argument, in the proof we assume that the random permuta-
tion P : {0,1}?>" — {0,1}?" is a uniformly random permutation (URP). As by
definition a random permutation is indistinguishable from a URP, this does not
change the statement. G¥'(X) : {0,1}?" — {0,1}?" is defined as follows, first let
Y =Y ||gY « P71(X), now

0" if LY =0" or X =02
P - L
¢ = {P(0n|RX) otherwise.

We first prove statement (i), namely that G* is a weak random function (in fact,
as we assume that P is a URP, we can even show that G is a weak quasirandom
function).

13 This is because « is not of type B and thus no s € o has two identical consecutive
letters.

14° A random permutation is a random bijective function (with same range and domain).

5 Such functions are called one-way functions in the special (and most interesting)
case where the function can be efficiently computed in forward direction.



Claim 3
AgpA(prRQnQn) S on

Proof (of Claim 3). By the triangle inequality
AgpA(GPa R?n,Zn) é AgpA(GPa P) + ASPA (Pv R2n,2n) (7)

GT is equivalent to P unless we happen to query G¥ on input 02" or an input
X where the first n bits of P7!(X) are 0". For a random X, this happens with
probability < 272" 4+ 27", By the union bound

2q
APAGP,P) < on” (8)

By the so called PRF/PRP switching lemma (see e.g. [1]) we have

2

q
A?PA(P, Ran,2n) < pYIESE 9)

The claim follows from (7), (8), and (9). A

Now we prove statement (ii), i.e. that for every bad expansion a, C%p is not a
weak random function. Recall that o = {s1,...,s;} is bad if either s; = s; for
some i # j or there is a s; with two consecutive identical letters, i.e. for some
J :silj] = si[j +1]. When s; = s; then also the i’th and j’th tuple in the output
of C&pr(X) are identical for any X, and thus easy to distinguish from random.

We now consider the other case. Let a be any expansion where for some
element s € o we have for some j that s[j] = s[j + 1]. As we prove a negative
statement, we can without loss of generality assume that s is the only element
in . We claim that Cg, is not random as for any m = #a instantiations
GY,...,GP of GP and any X we have Cgf....,cg(X) = 0%". To see this let

Xo=Xand fori=1,...,|s] : X; = Gfm(Xi_l), then Cgp (X) = Xy
P

...GP,
Now by the definition of GF, for any Z and i € [m], GF(GF(Z)) = 0?*, in
particular X1 = Gf[jﬂ] (Gfm (X;-1)) = 0%, and as GF(0?") = 02" for any i
we get X, = 02" for all £ > j. For concreteness let us illustrate this computation
on the example a = {(1,2,2,3)}. Here Py is the P used by G¥, and X3 = 0%"
holds as LP2_1(X2) =0".

Gr €23 G¥ (2%

X=Xy 2 X1 2 Xo=PRP(0"|rX1) 2 X3=0" 2 X,=0".

5 The Good Expansions are Exactly &

5.1 Type & Expansions are Good

The following lemma is from [10], for completeness we give a proof in the ap-
pendix.

Lemma 2 FExpansions of type & are good.



5.2 Expansions not in & are Not Good

Lemma 3 Ezpansions not in & are not good.

By Lemma 1 expansions of type 28 are not good. It remains to show that there
exists an oracle O relative to which a weak random function F© exists, but
where for any expansion o = {s1,...,s:} of type U the function C%s is not
weakly random. The oracle O we construct will consist of two parts, which can
be accessed by setting the first part of the input to either “eval” or “break”.

Let n be our security parameter (think of O as a family of oracles, one for
eachn € N). Let m = max; |s;| and £ = n®m. Let F© : {0,1}"x{0,1}* — {0,1}*
(O still to be defined)

FO(k,z) = O(eval, k, x).

We will often write the key as a subscript F2(.) = FO(k,.). The all zero string
0™ is excluded from the valid keys as later 0" will have the special meaning of
“no key”.

We now define the “eval” part of the oracle. Initially, 2" — 1 disjoint subsets
of {0,1}*, each of size 2", are sampled. Each such set corresponds to an ordered
sequence of at most m (and at least one) keys, the set corresponding to the keys
ki, ... kp,m’ < mis denoted Soem—mnn gy ks |...i1k, - With So we denote the
elements from {0, 1}¢ which are in no set, i.e. Sop = {0,1}\ Uzego,13mm\gmn Sz

(we have |Sp| = gmn® _gmn® 4 9n e all but a 27" fraction of elements from
{0,1}¢ are in Sp).

Now for any key k, O(eval, k,.) maps the elements from Sy at random to
Som=1ym |- As for the inputs not in Sp, for any key k and keys ki, ..., kn,
O(eval, k, .) is defined as a random bijective function from So(m_m/)n”kl el ks
0 Som—m’ 0 |y ks l...|1K,., | (Where for m = m’, we shift the leftmost key out,
i.e. we map Sk, lks]l...|[km 1O Skal...|km|Ik)- Note that this means that for any ¢ < m
and z € Sy a value computed as y = FIS(FISA . Fg(x)) is in Soom—tn |[ky ||...| e
For a computationally bounded distinguisher, this y will look random, but the
computationally unbounded “break” part of the oracle (defined below) can learn
the keys k1, ..., ks used.

We now define the “break” part of the oracle. O(break,.) is a ({0,1}%)? —
{0, 1} function and defined as follows. For any Y1 € Spm—m'nq,|.. |0, a0d Y2 €
Som—mn|by]|... 5, » We define O(break, {Y1,Y2}) = 1 if there are i,4’, j, j* where

a; = by (Lj:bj/ 1< ] i/>jl,.

and O(break,{Y1,Y2}) = 0 otherwise. In particular, O(break, {Y1,Y2}) outputs
0 if either Y7 € Sy or Y5 € Sg.

Claim 4 For any a of type U, Cfo is not a weak random function (relative to
the oracle O).

Proof (of Claim 4). Let X € {0,1}* be a random input, and Y = C%o (X). Let

def

Y; denote the i’th £-bit block of Y = Yi||...||Y:. As o = {s1,...,s:} is of type



U, there are ¢, j and letters c,d such that s; = *c* dx, and s; = *d * cx, where
each * is a wildcard, i.e. stands for “any” string. As Y; € S.s, = Siceds and
Yj € Sis; = Sidsex, it follows that O(break, {Y;,Y;}) = 1. On the other hand,
for a random Y’ = Y{[|...[|Y/ the probability that O(break,{Y/,Y/}) = 1is
very small: we get a rough (but already exponentially small) upper bound on
this probability by using that the oracle will output 0 whenever Y is in Sp, i.e.
PriO(break, {Y;,Y]}) = 1] < Pr[Y/ & So] < 1/2".
Thus we can distinguish the output Y of C%, from random Y’ with advantage
almost 1. A

Claim 5 F© is a weak random function relative to O.

Proof (sketch of Claim 5). Clearly the function F'© is a random function relative
to the oracle O(eval, .,.) alone (i.e. where there is no O(break,.)).

Now we will show that adding the oracle O(break,.) will not break the se-
curity of F© as a weak random function (but note that it trivially does break
the security of F© as a (non weak) random function'®), as if an adversary A©
can distinguish F'©(k,.) from random on random inputs and access to the oracle
O(break,.), then there is an adversary B®4 which uses A as “black-box” and
which can distinguish F'© without querying the oracle O(break,.) at all (this
is a contradiction as F'© is a random function relative to O(eval,.) alone). The
adversary B4 on input Q = {(X1,Y1),...,(X,,Y,)} (where the X;’s are ran-
dom and the Y;’s are either random or Y; = F©(k, X;) for a random k) runs
A on input Q. Here A has no access to the oracle O, but B controls A’s oracle
gates. B initializes an empty set T', this T" will be used to remember the queries
made by A. Whenever A requests the output of O(eval,.) on some input k, z,
BO4 correctly answers with y = O(eval, k,z) and adds (k,z,y) to T. When
A requests the output of O(break,.) on an input {Y,Y'}, B guesses the answer
itself, and we will show that B4 can indeed guess O(break, {Y,Y'}) correctly
with high probability. We now describe how B4 guesses O(break, {Y,Y'}).

BO+4 first looks up the sequence (k1,21,v1), ..., (ke z¢,y:) € T where Y = y;
and for ¢ = 2,...,t : x; = y;—1 (where t is maximal, i.e. (k,z,21) ¢ T for
any k,z). Similarly it looks up the sequence (ki,z},91),. .., (ki z} .y} ) where
yr = Y'. Note that this means that Y and Y’ were computed as

Y =FJ(F) (.. FP(x)...) Y =F(F (..FP(z)...). (10)
Now, if there are i, j,7’,j" where i < j <m,j’ <’ <m and k; = k,, k; = kj,,
then BO4 guesses that O(break, {Y,Y'}) is 1 and guesses that it is 0 otherwise.

16 Having chosen plaintext access to a function T'(.), we pick some key k and evaluate

C’(Tl("Q))};(ZQ’?L , on some input X to get an output Y = Y1||Y2. As {(1,2), (2,1)} is ugly,

if T(.) is of the form FO(K’,.), then O(break,{Y1,Y2}) will be 1, and if T(.) is a
URF, then O(break,{Y1,Y2}) will almost certainly be 0. Thus we can distinguish
F®(k,.) with random k from a URF.



When the guess is 1, it is always correct by the definition of O(break,.). So we
must show that when the guess is 0 then O(break,{Y,Y’}) =1 is very unlikely.

First we assume that the random X;,..., X, € Q are all in Sy, this will hold
but with probability ¢/2". Next, we assume that for the case where the Y; are
computed as F'©(k, X;), A never makes a query O(eval,k, X) for any X. As k
is random this will be true with probability at least ¢/2". Now if B9 wrongly
guesses that O(break,{Y,Y’}) is 0, then the initial input 21 or z} from (10) was
not in Sp. As x1 and x) were not received as an output from O (otherwise we
could extend one of the sequences of (10)), A has guessed a value outside of Sp.
As Sp is a random subset which covers all but a 1/2™ fraction of possible inputs,
the probability that A could have guessed an x; outside of Sy is at most 1/2"
(same for z}). A

The lemma follows from the two claims above.

Acknowledgments

We would like to the thank the Eurocrypt committee for their suggestions.

References

1. Mihir Bellare and Phillip Rogaway. The security of triple encryption and a frame-
work for code-based game-playing proofs. In Advances in Cryptology — EURO-
CRYPT ’06, volume 4004 of LNCS, pages 409-426. Springer, 2006.

2. Ivan Damgard and Jesper B. Nielsen. Expanding pseudorandom functions; or:
From known-plaintext security to chosen-plaintext security. In Advances in Cryp-
tology — CRYPTO ’02, volume 2442 of LNCS, pages 449-464. Springer, 2002.

3. Oded Goldreich, Shafi Goldwasser, and Silvio Micali. How to construct random
functions. J. ACM, 33(4):792-807, 1986.

4. Johan Hastad, Russell Impagliazzo, Leonid A. Levin, and Michael Luby. A pseudo-
random generator from any one-way function. SIAM J. Comput., 28(4):1364-1396,
1999.

5. Russell Impagliazzo and Steven Rudich. Limits on the provable consequences of
one-way permutations. In Proc, 21th ACM Symposium on the Theory of Computing
(STOC), pages 44-61, 1989.

6. Michael Luby and Charles Rackoff. Pseudo-random permutation generators and
cryptographic composition. In Proc, 18th ACM Symposium on the Theory of Com-
puting (STOC), pages 356-363, 1986.

7. Ueli Maurer. Indistinguishability of random systems. In Advances in Cryptology
— EUROCRYPT ’02, volume 2332 of LNCS, pages 110-132. Springer, 2002.

8. Ueli Maurer and Krzysztof Pietrzak. Composition of random systems: When two
weak make one strong. In Theory of Cryptograpy — TCC ’04, volume 2951 of
LNCS, pages 410-427. Springer, 2004.

9. Ueli Maurer, Krzysztof Pietrzak, and Renato Renner. Indistinguishability ampli-
fication, 2006. Cryptology ePrint Archive: Report 2006/456, 2006.

10. Ueli Maurer and Johan Sjodin. A fast and key-efficient reduction of chosen-
ciphertext to known-plaintext security. In Advances in Cryptology — EURO-
CRYPT ’07, LNCS. Springer, 2007. This proceedings.



11. Kazuhiko Minematsu and Yukiyasu Tsunoo. Expanding weak PRF with small key
size. In ICISC ’05, volume 3935 of LNCS, pages 284—298. Springer, 2005.

12. Moni Naor and Omer Reingold. From unpredictability to indistinguishability:
A simple construction of pseudo-random functions from MACs. In Advances in
Cryptology — CRYPTO 98, LNCS, pages 267-282. Springer, 1998.

13. Krzysztof Pietrzak and Johan Sjodin. Weak pseudorandom functions in minicrypt,
November 2006. Manuscript.

A Proof of Lemma 2

Proof (of Lemma 2). To show that expansions of type & are good, we must show
that for any expansion a of type &, the security of C' as a weak random function
can be black-box reduced to the security of F' as a weak random function.

Let Adqu (F,G) denote the advantage of the distinguisher A to distinguish
the randomized function F' from G in a ¢ query known-plaintext attack. More
formally, consider the random variable Q¥ = (X1,... . Xq, Y1,...,Y,) where the
X,;’s are uniformly random and Y; = F'(X;) for an instantiation F’ of F, then

Adv}(F,G) = PrlA(QT) — 1] — PrlA(Q%) — 1].
We prove the following statement:

For any expansion « of type &, any randomized function F' with range
and domain {0,1}", there exists an adversary B such that for any ad-

versary A
: AdvA(CY, R 2.2
AAvE)" (FR,,) > o (CF Ront) g Yoz (17)
q Omax ’ #a 2n
Where qmae = max(ai, ..., 0%q). Moreover B only uses A and F as a

black-box and it is efficient (basically, all that B has to do is to simulate
C% on ¢ inputs and it invokes A only once).

So if A breaks the security of C'¢ as a weak RF, then B breaks the security of the
underlying F as a weak RF. For the special case of pseudorandom functions, this
statement implies that if F' is a weak PRF, then so is C%. We now prove (11).

Consider an expansion o = {s1,...,s:} of type &. We can assume without
loss of generality that for all s € @ and 0 < ¢ < j < ¢ it holds that s[{] < s[j] (as
we can always permute the letters of an « of type & so that this holds).

For the proof it will be convenient to introduce a new random system. With
B, we denote a random beacon {0,1}* — {0,1}?, this system is simply a ran-
dom source which outputs a new uniformly random value in {0, 1} on each input.
As B, and R, 5 have exactly the same output distribution unless queried twice
on the same input, it is easy to show that for any A (e.g. using the framework
from section 4 for the second step)

2

q
Adv(Bay Rap) < A7 By Rap) < oy

(12)



Let m := #a and consider the hybrid systems C; = CB, .. BiFii1,. . F,> Where
(e} — [e3

each B; denotes an instantiation of By, ,. AsCo =Cp% g ,Cpn =Cp, g =
B, +.n we have

Adv (CP g Buin) =Y Adv}(Ci_y,Ci). (13)

=1

For i € [m] let B be an adversary which on input (X1, ..., Xga,, Y1, - . Yga,)
simulates the computation of Cg, g, , 7.r,.,,.,r, (I tobe defined) on ¢ ran-
dom inputs X7,..., X} to get outputs Y7,...,Y,, and then outputs the output
of A(X1,..., X}, Y{,...,Y]). In this simulation the component T is only queried
on uniformly random inputs'?. Instead of choosing those inputs at random,
we require that B?’F uses the values Xy, Xs,... if it has to define the ran-
dom values which are used as inputs to 7'. Now, if T is a beacon B, ;, then
CB,,..Bi 1. T\Fis1,....F,, 18 Ci;, and if T'is an instance of F' then it is Ci_1, so
AF
Advl (F,Bn,) = Adv) (Ci_1,Cy). (14)

q(;‘i
Now consider an adversary B4+¥" which first chooses a random 4 € [m] and then
runs B?’F. Using (14) in the second and (13) in the third step, we get:

BAF

Adv

9" Xmax

1 — .
(FBun)=—>" AdvE " (F B,

=1

1 m
E Z AquA(CZ;h Cl)
i=1

_ Adv? (Cgl,...,Fm ) Bn,t-n)
= - .

To conclude the proof of (11) we must “replace” the beacons B in (15) by URFs
R. Below we use the triangle inequality in the first and third, and (15) in the
second step. In the last step we use (12) twice.

(15)

BAF
Adv (F,Rn.n)

9" Cmax

AF AF

2 Advfanmﬂz (F’ Bn7n) - Advfanmﬂz (Bn7n” Rn7n)

AdvA(Ce .Butm ,
_ Adv (Ohop Brutn) AdvE" (B, R

m max b 9

AdvHCe: o Ruin) AdvABoin, Rptn) ar

Z q 17}; m mn,t-n - q WT,an n,t-n . Advfamam (Bn,n, Rmn)
A
> Aqu (0%17~~~7Fm,’Rn7t'”) q2 q2 : O‘?naac 0O
- m Coontly, ondl
0 e /2"

7 As s[i] < s[j] if i < j, so T is invoked on either the global input or on the output of
some Bj,j < i.



