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Abstract. In this paper, we first formalize the concept of ID-based iden-
tification scheme. Secondly, we show a transformation from any digital
signature scheme satisfying certain condition to an ID-based identifica-
tion scheme. As an instance, we present the first provably secure ID-based
identification scheme based on the hardness of discrete logarithm prob-
lem. (More precisely, the hardness of gap Diffie-Hellman (GDH) prob-
lem.) We further show that for the ID-based signature scheme which is
obtained by the Fiat-Shamir heuristic, a tight security bound is easily
derived due to our transformation.
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1 Introduction

1.1 On ID-Based

In the last few years, research on identity (ID)-based encryption schemes [4,8,
5] and signature schemes [18,16,13,7] have been very active. In an ID-based
scheme, the identity of each user is used as his public key string. Most of the
schemes employed bilinear pairings in their constructions, motivated by the novel
work of Boneh and Franklin [4].

On the other hand, an identification scheme enables prover holding a secret
key to identify himself to a verifier holding the corresponding public key. Fiat
and Shamir mentioned in the fundamental paper of identification scheme [11]
that their scheme is ID-based. Since then, there have been a large number of
practical identification protocols in the literature, to name a few [11,10,12,17,
15]. However, to the best of our knowledge, there is no rigorous definition as well
as security proof for “ID-based” identification schemes in the open literature.



1.2 On Equivalences, Relationships and Dualities

Many current research focus on drawing equivalences, relationships and dualities
between different primitives, and these discoveries lead to new understanding and
novel constructions of the related primitives.

For example, we have the paper on “From identification to signatures via
Fiat-Shamir transform” by Abdalla et al. [1], where the idea was initially pre-
sented by Fiat and Shamir in 1986 [11]. In [14], Kiayias and Yung introduced
new design methodologies for group signatures that convert a traitor tracing
scheme into a group signature scheme.

1.3 Our Contribution

In this paper, we first formalize the concept of ID-based identification scheme.
The main differences of ID-based identification schemes from the usual identi-
fication schemes are that: (1) The adversary can choose a target identity ID of
her choice to impersonate as opposed to a random public key; (2) The adversary
can possess private keys of some users which she has chosen.

Note that Schnorr’s identification scheme [17] is not ID-based because each
user must publicize his public key. (In other words, he cannot use his identity
as his public key string.) In Guillou and Quisquater (GQ) identification scheme
[12], each user can use his identity as his public key string. However, we cannot
prove the security as mentioned above. Hence it is not ID-based, either.

Secondly, we show a transformation from a digital signature scheme (DS) to
an ID-based identification scheme, where we require that the signature scheme
has a three-move honest verifier zero-knowledge proof on knowledge. We then
prove that the resulting ID-based identification scheme is secure against im-
personation under passive attacks if the underlying signature scheme is se-
cure against existentially forgery on adaptive chosen message attacks. An ID-
based identification scheme can be further transformed to an ID-based signature
scheme, following the Fiat-Shamir transform paradigm [11,1]. That is,

DS scheme — ID-based identification scheme — ID-based DS scheme.

Tight security bounds are directly obtained by our transformation both for the
ID-based identification scheme and the ID-based signature scheme if tight secu-
rity proof is known for the underlying signature scheme.

As an instance, we present the first provably secure ID-based identification
scheme based on the hardness of discrete logarithm problem. More precisely,
it is based on the hardness of GDH problem. Qur scheme uses Boneh et al.’s
short signature scheme as a building block where the security is based on the
GDH groups [6]. Similarly to Schnorr’s (non ID-based) identification scheme,
our scheme allows precomputation, reducing the real time computation of the
prover to just one multiplication. It is thus particularly suitable for provers with
limited computational ability.

We can further obtain an ID-based signature scheme from the ID-based
identification scheme. The resulting signature scheme coincides with Cha and



Cheon’s scheme [7]. However, we provide a tighter security bound due to our
transformation: GDH signature scheme — ID-based identification scheme —
ID-based signature scheme. This in turn improves the efficiency of the scheme
since smaller modulus can be used for the same level of security.

We also prove that the proposed ID-based identification scheme is secure
against active attacks under the one-more DH assumption, where the one-more
DH assumption is a natural analogue of the one-more RSA inversion assumption
introduced in [2].

Finally, we point out that we can easily obtain GQ type ID-based identifica-
tion/signature schemes by combining the Full Domain Hash RSA (FDH-RSA)
signature scheme with our transformation. By using the result of Coron [9], tight
security bound is further obtained.

1.4 Organization

The rest of the paper is organized as follows. Section 2.1 recalls the formal
definition of digital signature schemes. We give the definition of GDH groups,
following with the GDH signature scheme proposed by Boneh et al. [6] in Sec-
tion 2.2. We present the formal model and the security definition of ID-based
identification schemes in Section 3. Next, we show how to transform a digital
signature scheme to an ID-based identification scheme in Section 4. A security
analysis of the transformation follows in Section 4.3. Subsequently, in Section 5
we present our proposed ID-based identification scheme and show that it is se-
cure against impersonation under passive attacks. In Section 6 we present a tight
security reduction of the ID-based signature scheme based on the GDH groups.
In Section 7 we prove that the proposed ID-based identification scheme is also
secure against active attacks under the one-more DH assumption. In Section 8
we briefly discuss the applicability of our proposed transformation method to
GQ schemes. We conclude the paper in Section 9.

2 Digital Signature Scheme

2.1 Definition
The standard definition of digital signature schemes is decribed as follows.

Definition 1. A digital signature scheme DS is denoted by a triple

(Gen, Sign, Verify) of polynomial-time algorithms, called key generation algorithm,
signing algorithm and verification algorithm, respectively. The first two algo-
rithms are probabilistic.

— Key Generation. On input 1* (throughout this paper, k denotes the security
parameter), the algorithm produces a pair of matching public and secret keys
(pk, sk).

— Signing. On input (sk,m), the algorithm returns a signature o = Sign, (m),
where m is a message.



— Verification. On input (pk,m,o), the algorithm returns 1 (accept) or 0
(reject). We require that Verify . (m,0) =1 for all o < Sign,(m).

Security. We consider signature schemes that are secure against existential
forgery under adaptive chosen message attacks. A forger F' takes as input a public
key pk, where (pk, sk) < Gen(1%), and tries to forge signatures with respect to
pk. The forger is allowed to query messages adaptively to the signing oracle to
obtain the corresponding signatures. A valid forgery is a message-signature pair
(m, o) such that Verify,,(m, o) = 1 but m has never been queried by F.

Definition 2. We say that a digital signature scheme DS is (t,qs,€)-secure
against existential forgery on adaptive chosen message attacks if for any forger
F who runs in time t,

Pr(F' can output a valid forgery) < e,
where F' can make at most qs signing queries.

In the random oracle model, we consider a hash function H as a random
oracle. Definition 2 is naturally generalized to the random oracle model: We
say that a digital signature scheme DS is (t, ¢s, qu, €)-secure if the condition of
Definition 2 is satisfied, where F' can make at most ¢y random oracle queries.

2.2 GDH Signature Scheme

Boneh et al. proposed a signature scheme based on the GDH groups [6]. Let G
be a (additive) cyclic group G generated by P with prime order g.

Computational Diffie-Hellman (CDH) Problem. Given (P,aP,bP) for
some a,b € Z7, compute abP.

Decisional Diffie-Hellman (DDH) Problem. Given (P, aP, bP, cP) for some
a,b,c € Zy, decide whether ¢ = ab mod g. (We say that (P, aP,bP,cP) is a DH-
tuple if ¢ = ab mod q.)

We say that G is a GDH group if the CDH problem is hard, but the DDH
problem is easy.

Key Generation. On input 1¥, generate an additive group G with prime order
q where ¢ is k-bit long. Choose an arbitrary generator P € G. Pick a random
s € Zy and set () = sP. Choose a cryptographic hash function H : {0,1}* = G.
The public key is (P, @, H) and the secret key is s.

Signing. Given the secret key s, a message m € {0, 1}*, compute the signature
o = sH(m).

Verification. Given the public key (P, @, H), a message m and a signature o,
compute H(m) and verify that (P,Q, H(m),o) is a valid DH-tuple.

GDH groups are defined formally as follows [6].

Definition 3. G is a T-decision group for Diffie-Hellman if the DDH problem
can be computed in time at most T, where P + @) is computed in one time unit.



Definition 4. The advantage of an algorithm A in solving the CDH problem in
group G is

AdvCDH oY Pr[A(P,aP,bP) = abP : a,b& 77

where the probability is over the choice of a and b, and the coin tosses of A. We
say that an algorithm A (t,€)-breaks CDH in G if A runs in time at most t, and
AdvCDH,4 > €.

Definition 5. A prime order group G is a (1,t,€)-GDH group if it is a 7-
decision group for Diffie-Hellman and no algorithm (t,€)-breaks CDH on it.

The security of the scheme is derived as follows.

Proposition 1. [6, Theorem, page 517] If G is a (1,t',€')-GDH group of order
q, then the above GDH signature scheme is (t,qs,qm, €)-secure against existen-
tially forgery on adaptive chosen-message attacks, where

t >t —2calog, q(qu + gs),
€ < 2eqse

and ca is a small constant. Here e is the base of the natural logarithm.

3 ID-Based Identification Scheme

In this section, we give a formal definition of ID-based identification schemes.

3.1 Model

An ID-based identification scheme 7D = (S,&,P,V) is specified by four prob-
abilistic polynomial-time (PPT) algorithms, called setup algorithm, extract al-
gorithm, proving algorithm and verification algorithm, respectively. P and V
are interactive algorithms that implement the prover and verifier, respectively.
Alternatively we call (P, V) an identification protocol.

— Setup. A probabilistic algorithm used by the private key generator (PKG) to
set up all the parameters of the scheme. S takes as input 1* and generates the
global system parameters params and the master-key. The system parameters
will be publicly known while the master-key will be known to the PKG only.

— Extract. A probabilistic algorithm used by the PKG to extract a private key
corresponding to a given public identity. £ receives as input the master-key
and a public identity ID, it returns the corresponding private key d.

— Identification Protocol. P receives as input (params, ID,d) and V receives
as input (params, ID), where d is the private key corresponding to the public
identity ID. After an interactive execution of (P,V), V outputs a boolean
decision 1 (accept) or 0 (reject). A legitimate P should always be accepted.



Specifically, we consider the following ID-based identification scheme having
three-move protocol which is commonly called canonical.

1. P sends a commitment CMT to V.

2. V returns a challenge CH which is randomly chosen from some set.
3. P provides a response RSP.

4. On input (params,|D,CMmT,CH,RSP), V accepts or rejects.

3.2 Security

The security of ID-based identification schemes is almost the same as the secu-
rity of standard identification schemes. However, it must be strengthened a bit
as follows: (1) The adversary can choose a public identity ID of her choice to
impersonate as opposed to a random public key; (2) When an adversary attacks
a public identity ID, she might already possess the private keys of some users
ID1,1Da, ... of her choice. The system should remain secure under such an at-
tack. Hence, the definition must allow the adversary to obtain the private key
associated with any identity I1D; of her choice (other than the public identity 1D
being attacked).

The adversary goal is impersonation: an adversary succeeds if it interacts
with the verifier in the role of a prover with public identity ID and can convince
the verifier to accept with non-negligible probability.

There are two type of attacks on the honest, private key equipped prover,
namely passive attacks and active attacks. These attacks should take place and
complete before the impersonation attempt. In the passive attacks, the adversary
does not interact with the prover. What the adversary does is eavesdropping and
she is in possession of transcripts of conversations between the prover and the
verifier. In the active attacks, the adversary gets to play the role of a cheating
verifier, interacting with the prover several times, in an effort to extract some
useful information before the impersonation attempt.

We describe the two-phase game between a passive (active) impersonator I
and the challenger C'. In Phase 1, the impersonator is allowed to make some
extract queries. In addition, it can also make either some transcript queries (for
passive attacks) or request to act as a cheating verifier (for active attacks). In
Phase 2, I starts its impersonation attempt, plays the role as a cheating prover
of a public identity ID of its choice, trying to convince the verifier.

— Setup. The challenger takes as input 1% and runs the setup algorithm S. It
gives I the resulting system parameters params and keeps the master-key to
itself.

— Phase 1.

1. I issues some extract queries IDq,IDs,.... The challenger responds by
running the extract algorithm £ to generate the private key d; corre-
sponding to the public identity ID;. It returns d; to I. These queries may
be asked adaptively.

2. I issues some transcript queries (for passive attacks) on ID; or requests to
act as a cheating verifier corresponding to some ID; (for active attacks).



3. The queries on step 1 and step 2 above can be interleaved.
— Phase 2. I outputs a challenge identity ID on which it wishes to impersonate

whereby I can act as a cheating prover now, trying to convince the verifier.

Definition 6. We say that an ID-based identification scheme ID is (t,qr,€)-
secure under passive (active) attacks if for any passive (active) impersonator I
who runs in time t,

Pr(I can impersonate) < e,

where I can make at most q; extract queries.

4 Transformation from DS to ID

In this section, we show a transformation of a digital signature scheme DS to an
ID-based identification scheme ZD. First, we state the requirement that a digital
signature scheme DS must fulfill. Next, we present the transformation following
by the security analysis.

4.1 Requirement for DS

We require that a digital signature scheme DS has a canonical (three-move)
zero-knowledge interactive proof system (ZKIP) on knowledge of signatures as
follows.

Let pk be a public key, m be a message and ¢ be a signature on m. The com-
mon input to (P, V) is (pk, m). The secret input to P is o. Let view =(CMT,CH,RSP)
be a transcript of the conversation between (P, V). Let View be the random vari-
able induced by view. We say that (CMT,CH,RSP) is acceptable if V' accepts it.

Definition 7. We say that a digital signature scheme DS has a A-challenge
zero-knowledge (ZK) protocol if there exists a canonical protocol (P,V) as fol-
lows. For any (pk,m),

Completeness. If P knows o, then Pr(V accepts) = 1.
Soundness. — The number of possible challenge CH is equal to A.

— o is computed efficiently from any two acceptable transcripts
(CmT,CHy,RsP; ) and (CmT,CHy, RSPy ) such that CH; #CH,.
Zero-knowledgeness. (P,V) is perfectly ZK for the honest verifier. That is,
there exists a simulator S such that its output follows the same probability

distribution as View.

4.2 Transformation

Any digital signature scheme DS = (Gen, Sign, Verify) satisfying the above re-
quirement can be used as a building block to implement a canonical ID-based
identification scheme ZD = (S,&,P, V).

Firstly, we point out the similarities between DS and ZD and make a com-
parison between the algorithms associated with them. The setup algorithm S
performs similar operations as the key generation algorithm Gen. Indeed, both
of them take as input 1* and generate:



— params or pk, respectively the system parameters or public key.
— master-key or sk, that will be used by the PKG in the extract algorithm or
as a signing key by the user.

Thus, we can view that params = pk and master-key = sk.
The extract algorithm &£ is similar to the signing algorithm Sign. They take
ID and m, respectively, as input and produce the corresponding private key d
and signature o, respectively. In other words, we can set that ID =m and d = o.
Now in ZD, the prover P holds a secret key d = ¢ corresponding to his public
identity ID. Then P and V runs the A-challenge ZK protocol of DS. We give
the detail description as follows:

Setup. On input 1%, S generates params = pk and master-key = sk using Gen.
Extract. For a given public identity ID = m, &£ uses Sign to generate the corre-
sponding private key d = o, by using the master-key = sk.

Identification Protocol. The prover and verifier perform the A-challenge ZK
protocol of DS and obtain the protocol as depicted in Fig. 1.

Prover Verifier
Input: d =0 Input: (params = pk, ID = m)
Cwmt R
CH CH & Ay
Rsp

Dec + V(params, ID,CMmT,CH,RSP)

Fig. 1. A canonical ID-based identification protocol

4.3 Security Analysis

Theorem 1. Let DS = (Gen, Sign, Verify) be a digital signature scheme which
has a A-challenge ZK protocol. Let ID = (S,E, P, V) be the associated canonical
ID-based identification scheme as per the transformation shown above. Then ID
is (t,qr, €)-secure against impersonation under passive attacks if DS is (', qs, €')-
secure against existential forgery on adaptive chosen message attacks, where

t> (t'/2) — poly(k), a1 = gs, € < Ve +(1/4).

Proof. (Sketch) Let I be an impersonator who (%, 1, €)-breaks the ID-based iden-
tification scheme ZD. Then we will show that DS is not (¢, gs, €')-secure. That
is, we will present a forger F' who (t', ¢s, €')-breaks the signature scheme DS .
The forger F receives pk as its input. It then gives pk to the impersonator I. In
Phase 1, the impersonator I starts the extract queries. If I issues an extract query



ID;, then the forger F' queries ID; to its signing oracle. F' forwards the answer
d; = o; of the signing oracle to I. These queries may be asked adaptively. I also
issues some transcript queries on ID;. Since DS has a A-challenge ZK protocol,
there exists a simulator S whose output follows the same distribution as View.
If I issues a request ID;, F' runs the simulator S on input (pk, ID;). Suppose that
S outputs (CmT;,CH;,RsP;). Then F gives it to I.

Some time later, I decides that Phase 1 is over and it outputs a public identity
ID on which it wishes to be challenged. I plays the role as the cheating prover,
trying to convince the verifier V that she is the holder of public identity ID. F’
plays the role as V. Immediately after the first run, F' resets the prover I to after
the step whereby I has sent the message CMT;. F' then runs the protocol again.
Let the conversation transcripts for the first run and second run be (CmT,CH,
Rsp) and (CmT,CH’, RsP’), respectively. Based on the Reset Lemma proposed
by Bellare and Palacio in [3], we can extract the private key d = o from the two
conversation transcripts with probability more than (e — 1/A)2.

Finally, when the impersonator I outputs o, the forger F' returns the message-
signature pair (ID, o) as its forgery. Thus it is clear that

1
t' <2t +poly(k), gs =qr, € > (e — 2)2-

5 Proposed ID-Based Identification Scheme

In this section, we show the first provably secure ID-based identification scheme
by applying our transformation to the GDH signature scheme.

5.1 g-Challenge ZK Protocol

We first show that the GDH signature scheme as described in Section 2.2 satisfies
the requirement in Section 4.1.

Theorem 2. The GDH signature scheme has a q-challenge ZK protocol.

Proof. For the GDH signature scheme, we show a three-move canonical protocol
(P, V') which satisfies the requirement in Section 4.1.

1. P chooses r € Z, randomly and sends x = rH(m) to V.

2. V chooses ¢ € Z, randomly and sends c to P.

3. P computes y = (r + ¢)o and sends y to V.

4. V accepts if and only if (P,Q,z + c¢H(m),y) is a DH-tuple.

It is clear that the above protocol satisfies the completeness. The soundness
is proved as follows. Suppose that (z,c1,y1) and (z,c¢a,y2) are two acceptable
conversations. Then it holds that

T + clH(m) = l1P, Y1 = llQ



T+ czH(m) =13P, y2 = 11Q)

for some I; and l,. From the above equations, we obtain
(CQ - cl)H(m) = (l2 - ll)P and Yo — Y1 = (lz - ll)Q

This shows that 0 = (cz—¢1) " (y2 —y1) is a signature on m. (Recall that Q = sP
and o = sH(m).)

Finally, we show a simulator S. The purpose of S is to output (Z,¢é,7)
such that (P,Q,% + ¢H(m),§) is a DH-tuple. That is, (P,Q,% + ¢H(m),§) =
(P,Q,lP,1Q) for some I. Hence S chooses | € Z, and é € Z, randomly. S then
outputs (IP — ¢H(m),¢,1Q). Thus we have shown that (P, V) is perfect ZK for
the honest verifier. O

5.2 ID-Based Identification Scheme Based on GDH

We can then obtain an ID-based identification scheme immediately from Section
4.2. Let ID = (S,€,P,V) be four PPT algorithms as follows.

Setup. On input 1¥, generate an additive group G with prime order q. Choose an
arbitrary generator P € G. Pick a random s € Z; and set P, = sP. Choose a
hash function H : {0,1}* — G. Let the system parameters params = (P, Py, H)
and the master-key is s which is known to the PKG only.

Extract. Given a public identity ID, compute the corresponding private key
dip = sQip where Qip = H(ID).

Identification Protocol.

1. P chooses r € Z; randomly, computes U = rQp and sends U to V.
2. V chooses ¢ € Z; randomly and sends c to P.

3. P computes V = (r + ¢)dip and sends V' to V.

4. V verifies whether (P, Ppus, U + ¢Qip, V') is a DH-tuple.

Remark. Note that params is the public key of the GDH signature scheme and
s is the secret key. dp is the signature on a message ID.

5.3 Security Against Passive Attacks

From Theorem 1 and Theorem 2, it is clear that the above ID-based identifi-
cation scheme is secure against passive attacks if the GDH signature scheme is
secure against existential forgery on adaptive chosen message attacks. The lat-
ter is indeed the case as shown in Proposition 1. Therefore, the above ID-based
identification scheme is secure against passive attacks.

By combining these results quantitatively, we can obtain the concrete secu-
rity. The security definition is generalized to the random oracle model as follows.
We say that an ID-based identification scheme ZD is (t,qr, qm, €)-secure under
passive (active) attacks if the condition of Definition 6 is satisfied, where the
impersonator I can make at most ¢ random oracle queries. (We can prove the
random oracle version of Theorem 1 easily, where both F' and I use the same
random oracle H. If I makes a random oracle query, then F' makes the same
query to H and sends the obtained answer to I.)



Theorem 3. If G is a (1,t',€')-GDH group, then the above ID-based identifica-
tion scheme is (t,qr1,qmH,€)-secure under passive attacks, where

t > (t'/2) — calog, qlqm + ar) — poly(k),
€ S 26(116' + (1/(])7

and ca is a small constant. Here e is the base of the natural logarithm.

6 ID-Based Signature Scheme Based on GDH

We can further transform our proposed ID-based identification scheme to an ID-
based signature scheme. This transformation is direct as in other Fiat-Shamir
transformations except that it involves ID-based transformation.

The resulting signature scheme coincides with Cha and Cheon’s scheme [7].
However, we can give a much tighter security reduction due to our transfor-
mation: GDH signature scheme — ID-based identification scheme — ID-based
signature scheme. This in turn improves the efficiency of the scheme since smaller
modulus can be used for the same level of security. (In [7], the security proof
relies on the forking lemma. Hence the reduction is not tight and the proof is
very complicated.)

6.1 Scheme

Setup. On input 1*, generate an additive group G with prime order q. Choose
an arbitrary generator P € G. Pick s € Z7 randomly and set P, = sP. Choose
two cryptographic hash functions: H : {0,1}* — G, Hy : {0,1}* x G — Z,. Let
the system parameters, params = (P, P, H, H1) and the master-key is s which
is known to the PKG only.

Extract. Given a public identity ID, compute the corresponding private key
dip = sQip where Qip = H(ID).

Signing. Given the private key dip and a message m, pick a random number
r € Z,. Return the signature o = (U,V) where U = rQip,¢ = H1(m,U) and
V=(r+c)dp.

Verification. Given the system parameters params = (P, Ppy, H, Hy), a mes-
sage m and a signature o = (U, V) for an identity ID, compute ¢ = Hy(m,U)
and verify that (P, Ppus, U + cQip, V) is a valid DH-tuple.

6.2 Security

The security definition of ID-based digital signature schemes is given in [7]. We
say that an ID-based digital signature scheme is (¢, qr, ¢s, ¢m, s, , €)-secure if for
any forger F' who runs in time ¢,

Pr(F' can output a valid forgery) < e,



where F' can make at most ¢y extract queries, at most gs signing queries and at
most gy and gp, queries to the random oracle H and Hj, respectively.

Then from Theorem 3 and Lemma 1 of [1], we can obtain the following
theorem.

Theorem 4. If G is a (1,t',¢')-GDH group, then the ID-based GDH signature
scheme is (t,qr,4s,qH, 4, , €)-Secure, where

t > (t'/2) — calog, q(qu + ar) — poly(k),
(1+qm,)(gv2eqre’ +1) + (1 + qu, +qs)gs
q b

€<

and ca is a small constant. Here e is the base of the natural logarithm.

7 Security Against Active Attacks of the Proposed
ID-Based Identification Scheme

In this section, We show that our proposed ID-based identification scheme as
described in Section 5.2 is secure against active attacks if the one-more DH
problem is hard, where the one-more DH assumption is a natural analogue of
the one-more RSA inversion assumption which was first introduced in [2]. The
same assumption and the discrete-log related assumption were later used in [3]
to prove the security against impersonation under active and concurrent attacks
for GQ and Schnorr identification schemes, respectively.

7.1 Omne-More DH Assumption

We briefly describe the one-more DH adversary. An one-more DH adversary is
a randomized, polynomial-time algorithm M that gets input (P, Ppuy = sP)
and has access to two oracles, namely the DH-oracle that given ) € G returns
s@ € G and a challenge oracle that each time it is invoked (it takes no input),
returns a random challenge point W € G.

First, run M (P, Ppy) with its oracles. Let W1, ..., W, denote the challenges
returned by M’s challenge oracle. M can ask at most n — 1 DH-oracle queries.
We say that M wins if its output is a sequence of points sWi,...,sW, € G,
meaning M solves the DH problem of all the challenge points. In other words,
the one-more DH assumption states that it is computationally infeasible for the
adversary to solve the DH problem of all the challenge points if its DH-oracle
queries are strictly less than its challenge oracle queries. (When the adversary
makes one challenge query and no DH-oracle queries, this is the standard DH
assumption.)

We say that the one-more DH problem is (%, €)-hard if Pr(M wins) < € for
any M which runs in time .



7.2 Security Proof

Theorem 5. Let H be a random oracle from {0,1}* to G. If the one-more DH
problem is (t',€')-hard, then the ID-based identification scheme is (t,qr,qm,¢€)-
secure against active attacks, where

t > (t'/2) — poly(k), € < Ve(1+qr)e' + (1/q).

The proof will be given in the full version of the paper.

8 ID-Based Variants of GQ Schemes

GQ identification scheme is not ID-based as mentioned in Section 1.3. However,
we can easily obtain an ID-based variant of GQ identification scheme by com-
bining the FDH-RSA signature scheme with our transformation. Further, Coron
showed a very tight security proof for the FDH-RSA signature scheme [9]. Hence
we can obtain a tight security proof for the ID-based variant of GQ identification
scheme directly from Theorem 1. Similarly, we can obtain an ID-based variant
of GQ signature scheme. In particular, they are obtained by our transformation:
RSA signature — ID-based GQ identification scheme — ID-based GQ signature.
The details will be given in the full version of the paper.

9 Conclusion

We have formalized the concept of ID-based identification scheme. We have
also presented a transformation from any digital signature scheme having a A-
challenge ZK protocol to an ID-based identification scheme. A concrete example
is given based on Boneh et al.’s GDH signature scheme. Eventually, by using
Fiat-Shamir transformation, we reached at an ID-based signature scheme which
is coincided with Cha and Cheon’s scheme. However, we can achieve a tighter
security reduction due to our transformation.
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