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Abstract. The Coppersmith methods is a family of lattice-based tech-
niques to find small integer roots of polynomial equations. They have
found numerous applications in cryptanalysis and, in recent developments,
we have seen applications where the number of unknowns and the number
of equations are non-constant. In these cases, the combinatorial analysis
required to settle the complexity and the success condition of the method
becomes very intricate.

We provide a toolbox based on analytic combinatorics for these studies. It
uses the structure of the considered polynomials to derive their generating
functions and applies complex analysis techniques to get asymptotics. The
toolbox is versatile and can be used for many different applications, in-
cluding multivariate polynomial systems with arbitrarily many unknowns
(of possibly different sizes) and simultaneous modular equations over
different moduli. To demonstrate the power of this approach, we apply
it to recent cryptanalytic results on number-theoretic pseudorandom
generators for which we easily derive precise and formal analysis. We
also present new theoretical applications to two problems on RSA key
generation and randomness generation used in padding functions for
encryption.
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1 Introduction

Many important problems in (public-key) cryptanalysis amount to solving polyno-
mial equations with partial information about the solutions. In 1996, Coppersmith
introduced two celebrated lattice-based techniques [11-13] for finding small roots
of polynomial equations. They have notably found many important applications
in the cryptanalysis of the RSA cryptosystem (see [27] and references therein).
The first technique works for a univariate modular polynomial whereas the second
one deals with a bivariate polynomial over the integers. In these methods, a
family of polynomials is first derived from the polynomial whose roots are wanted;
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this family naturally gives a lattice basis and short vectors of this lattice possibly
provide the wanted roots. Since 1996 many generalizations of the methods have
been proposed to deal with more variables (e.g., [8,20,22]) or multiple moduli
(e.g., [28-30]).

Most of the applications of the Coppersmith methods in cryptanalysis involve
a constant number of multivariate polynomial equations in a constant number
of variables. However, in recent developments, we have seen applications of
the methods where the number of unknowns is non-constant (e.g., [2,18,29]).
These applications typically involve a number-theoretic pseudorandom number
generator that works by iterating an algebraic map on a secret random initial seed
value and outputting the state value at each iteration. It has been shown that in
many cases Coppersmith’s methods can be applied to recover some secret value.
The difficulty comes from the fact that the polynomial system to solve involves
all iterates of the pseudorandom generator. It is very tedious to analyze the
attack complexity (i.e., the dimension of the lattice derived from the polynomial
system whose roots are wanted) and its success condition (i.e., the total degrees
of the polynomials and monomials families used in the lattice construction). For
instance in [2, 18], this analysis is a bit loose; it uses a nice simplifying trick in
order to analyze the condition of success but does not permit to estimate the
attack complexity. The main intent of this paper is to promote the use of analytic
combinatorics in order to perform these computations. In order to demonstrate
the power of this approach, we apply it to known cryptanalytic results [2] for
which we easily derive precise and formal analysis. We also present new theoretical
applications to two problems that were left open in [16] on RSA key generation
and randomness generation used in padding functions for encryption.

Prior Work. As illustrations of our toolbox, we apply it to the following
problems from the literature:

— Number-theoretic pseudorandom generators. A pseudorandom generator is a
deterministic algorithm that maps a random seed to a longer string that cannot
be distinguished from uniformly random bits by a computationally bounded
algorithm. As mentioned above, a number-theoretic pseudorandom generator
iterates an algebraic map F' over a residue ring Zy on a secret random seed
vo € Zn and computes the intermediate states v;11 = F(v;) mod N for i € N.
It outputs (some consecutive bits of) the state value v; at each iteration. The
well-known linear congruential generator corresponds to the case where F' is an
affine function. It is efficient and has good statistical properties but Boyar [10]
proved that one can recover the seed in time polynomial in the bit-size of M
and this is also the case even if one outputs only the most significant bit of each
v; (see [9,23,31]). In [2], Bauer, Vergnaud, and Zapalowicz studied the security
of number-theoretic generators for rational map F' and proposed attacks based
on Coppersmith’s techniques showing that for low degree F' the generators are
polynomial time predictable if sufficiently many consecutive bits of the v;’s are
revealed (see also [5,6]). Their lattice constructions are intricate and the analysis
of their attacks is complex.
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— Key generation and Paddings from weak pseudorandom generator. The former
attacks assume that the adversary has direct access to sufficiently many con-
secutive bits of a certain number of outputs. However, it may be possible that
using such a generator in a cryptographic protocol does not make the resulting
protocol insecure. For instance, in [25], Koshiba proved that the linear congruen-
tial generator can be used to generate randomness in the ElGamal encryption
scheme (based on some plausible assumption). This security results holds because
the adversary against ElGamal encryption scheme does not have access to the
actual outputs of the generator. A contrario, in 1997, Bellare, Goldwasser, and
Micciancio [4] broke the Digital Signature Algorithm (DSA) when the random
nonces used in signature generation are computed using a linear congruential
generator. Recently, Fouque, Tibouchi, and Zapalowicz [16] analyzed the security
of public-key schemes when the secret keys are constructed by concatenating
the outputs of a linear congruential generator. They obtained a time/memory
tradeoff on the search for the seed when such generators are used to generate the
prime factors of an RSA modulus (using multipoint polynomial evaluation). They
left open the problem to extend it to different scenarios, such as the generation
of randomness used in padding functions for encryption and signatures.

Technical Tools. In Coppersmith methods, one usually considers an irreducible
multivariate polynomial f defined over Z, having a small root & modulo a known
integer N and one generates a collection of polynomials having  as a modular
root (usually, multiples and powers of f are chosen). The problem of finding x
can be reformulated by constructing a matrix using the collection of polynomials
(see Section 2). The methods succeed (heuristically) if some conditions on the
matrix hold and these conditions can be checked by enumerating the polynomials
involved in the collection and the total degree of the monomials appearing in the
collection. The success condition is usually stated as a bound & < N° where ¢ is
an asymptotic explicit constant derived from the combinatorial analysis. However,
in order to actually reach this bound in practice, the constructed matrix is of huge
dimension and the computation which is theoretically polynomial-time becomes
in practice prohibitive*. These attacks based on this method are obviously strong
evidence of a weakness in the underlying cryptographic scheme and there exist
method that makes it possible to use matrices of reasonable dimension (e.g., by
performing an exhaustive to retrieve a small part of & and Coppersmith technique
with a smaller matrix to retrieve the other (bigger) part).

The combinatorial analysis in Coppersmith methods is usually easy to perform
but as mentioned above it can be very intricate if one considers multivariate
polynomial equations in a non-constant number of variables. Analytic combina-
torics is a celebrated technique — which was mostly developed by Flajolet and
Sedgewick [15] — of counting combinatorial objects. It uses the structure of
the objects considered to derive their generating functions and applies complex
analysis techniques to get asymptotics.

4 Following Lipton’s terminology we can often qualify as galactic the resulting
polynomial-time algorithm for the asymptotic value of § [26].
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Contributions. The main contribution of the paper is to provide a toolbox
based on analytic combinatorics for the study of the complexity and the success
condition of Coppersmith methods. The toolbox is versatile and can be used
for many different applications, including multivariate polynomial systems with
arbitrarily many unknowns (of possibly different sizes) and simultaneous modular
equations over different moduli.

In order to illustrate the usefulness of this toolbox, we then revisit the
analysis of previous cryptanalytic results from the literature on number-theoretic
pseudorandom generators [2]. In particular, we precise the complexity analysis
of the attacks described in [2] by giving generating functions and asymptotics
for the dimension of the matrix involved in the attack. We provide a complete
analysis of the success condition of the attacks described in [2,29]. The technique
uses simple formal manipulation on the generating functions and are readily done
using any computer algebra system. In particular, this shows that the toolbox
is very generic and can be applied in many settings (and does not require any
clever tricks).

Eventually, we provide new applications of the toolbox to RSA key generation
and encryption paddings from weak pseudorandom generator. We improve Fouque
et al. time/memory tradeoff attack and we propose a (heuristic) polynomial-time
factorization attack when the RSA prime factors are constructed by concatenating
the outputs of a linear congruential generator. Our attack applies when the primes
factors are concatenation of three (or more) consecutive outputs of the generator,
i.e., when the seed is at most N'/¢ (for which the time/memory tradeoff attack
has the prohibitive complexity O(N'/12)). The attack is theoretical since it makes
use of a matrix of large dimension. Following their suggestion, we also apply our
toolbox to the setting of the randomness generation used in padding functions
for encryption. To illustrate our technique, we consider RSA Encryption with
padding as described in PKCS#1 v1.5; it has been known to be insecure since
Bleichenbacher’s chosen ciphertext attack [7] but, unfortunately, this padding is
still in used about everywhere (e.g., TLS, XML encryption standard, hardware
token, ...). We consider several scenario, namely linear congruential generator
(LCG), truncated LCG, and LCG used in n consecutive ciphertext. We apply
our toolbox to all of them and for an RSA modulus N with a public exponent e
and a LCG with modulus M, our attacks are polynomial-time in log(/N) for the
following (asymptotic) M’s:

Key generation PKCS#1 v1.5
with LCG LCG |Truncated LCG|LCG & Multiple ciphertexts
M < NY® M < NYel M < NYe M < N™e

2 Coppersmith Methods

In this section, we give a short description of Coppersmith method for solving a
multivariate modular polynomial system of equations over multiple moduli. We
refer the reader to [22,30] for details and proofs.
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Problem definition. Let fi(y1,...,yn),---, fs(Y1,---,Yn) be irreducible multi-
variate polynomials defined over Z, having a root (x1,...,x,) modulo respective
known integers Ny, ..., N,, that is f;(x1,...,2,) =0 mod N;. This root is small
in the sense that each of its components is bounded by a known value, namely
|z1] < X1,...,|zn| < X,. We need to bound the sizes of X; (for i € {1,...,n})
allowing to recover the desired root in polynomial time.

Polynomials collection. In a first step, for each modulus N;, one generates a
collection of polynomials {f;1,..., fir@)} having (x1,...,2,) as a root modulo
N;. Usually, multiples and powers of the original polynomial f; are chosen, namely

~ - k. ki . .
fig =y yn £ for some integers k; ji1, ..., ki jn, ki je. By construc-
. . . .z Kije -
tion, such polynomials satisfy the relation f; j(z1,...,2,) =0 mod N;"7*, ie.,
. . 7 ki
there exists an integer ¢; ;i such that f; jx(z1,...,2n) = ¢ijrN; “38 If some

moduli V; are equals, one can also consider multiples and powers of products of
the corresponding original polynomials f;.

From now, we denote for each i € {1,..., s}, the polynomials {f; 1, ..., fm(i)}
constructed as above. Considering the union of such sets if some moduli N;
are equals, we can assume without loss of generality that the moduli N; are
pairwise distinct and even pairwise coprime. Let us denote as & the set of all
the polynomials and .# the set of monomials appearing in the collection &2. In
the paper, we use the following essential condition for the method to work: for
each i € {1,..., s}, the polynomials {fi,l, cee fm(i)} are linearly independent.

Matrix construction. The problem of finding small modular roots of these
polynomials can now be reformulated in a vectorial way. Indeed, each polynomial
from our chosen collection can be expressed as a vector over Z! by extracting
its coefficients and putting them into a vector with respect to a chosen order on
. We hence construct a matrix 9% as follows and we define as £ the lattice
generated by its rows:

f~1,1 fs,r(s)
1 1
Xt * (1
M = X[ X o yit e
Nkl,l,/z
O 1
Nfs,r(s),z

On that figure, every row of the upper part is related to one monomial of .#Z
(we assume in the figure that .# contains 1, y;, and y{'...y% among other
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monomials). The left-hand side contains the bounds on these monomials (e.g.,
the coefficient X, *X,? is put in the row related to the monomial y;43). The
right-hand side is formed by all vectors coming from the union of the collections

{fi,la ceey fz,r(z)}

A short vector in a sublattice. Let us now consider the row vector

— ai a
ro=(L,z1,...,27" .. xpm =1, —Cp)

By multiplying this vector by the matrix 91, one obtains:

1 1 ay T An
S T (5 DO (et 1 B 2
%0 < 7(‘le) , ’<X1) (Xn> 0 70)

By construction, this vector which, in some sense, contains the root we are
searching for, belongs to £ and its norm is very small. Thus, the recovery of a
small vector in £, will likely lead to the recovery of the desired root (x1,...,x,).
To this end, we first restrict ourselves in a more appropriated subspace. Indeed,
noticing that the last coefficients of sq are all null, we know that this vector
belongs to a sublattice £’ whose last coordinates are composed by zero coefficients.
By doing elementary operations on the rows of 9, one can easily construct that
sublattice and prove that its determinant is the same as the one of L.

Method conclusion. From that point, one computes an LLL-reduction on the
lattice £' and computes the Gram-Schmidt’s orthogonalized basis (b1,...,b})
of the LLL output basis (b1,...,b;). Since so belongs to L', this vector can
be expressed as a linear combination of the b}’s. Consequently, if its norm is
smaller than those of b}, then sg is orthogonal to by. Extracting the coefficients
appearing in b}, one can construct a polynomial p; defined over Z such that
p1(@1,...,2,) = 0. Repeating the same process with the vectors bf_;,...,b;_, 1
leads to the system {pi(z1,...,2,) = 0,...,pn(x1,...,2,) = 0}. Under the
(heuristic) assumption that all created polynomials define an algebraic variety of
dimension 0, the previous system can be solved (e.g., using elimination techniques
such as Groebner basis) and the desired root recovered in polynomial time.

The conditions on the bounds X; that make this method work are given by
the following (simplified) inequation (see [30] for details):

r(d)
=1 ki je

H X{fl . X:‘L:n < Hle:]:l Zn,

k k
yitypheA

(1)

For such techniques, the most complicated part is the choice of the collection of
polynomials, what could be a really intricate task when working with multiple
polynomials.
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3 Analytic Combinatorics

We now recall the analytic combinatorics results that we need in the remaining
of this paper. We deliberately omit some of the formalism in order to simplify
the techniques used. See [15] for more details. In the following, we denote by |A|
the cardinal of a set A.

3.1 Introduction

As explained in the former section, Coppersmith’s method requires polynomials
which are usually constructed as fi = y’fl ...ykn fke (with f being a polynomial
of degree e in the variables y1,...,y,). In the following, we thus consider a set
of polynomials looking like®

P ={fi=y" . yFrfFeomod N* | 1< ky <t
and deg(fx) = ki + -+ kn + kee < te},

where the notation mod N*¢ is only here to recall that the considered solution
verifies fx = 0 mod N*¢ (to make things clearer). We suppose that f is not just
a monomial (i.e., is the sum of at least two distinct monomials) and therefore
each k corresponds to a distinct polynomial fy.

The set of monomials appearing in the collection &2 will usually look like

M= {yx = yfl y,’i

By construction, since (z1,...,z,) is a modular root of the polynomials fy,
there exists an integer ¢ such that fi(z1,...,7,) = aN¥ (see Section 2).
Furthermore, this root is small in the sense that each of its components is bounded
by a known value, namely |z1| < X1,...,|z,| < X,. These considerations imply
that for the final condition in Coppersmith’s method (see Equation (1)), one
needs to compute the values

WP = Zkz and Vie{l,...,n}, «a; = Z ki .

ke yx €M

0< deg(yx) =k1+ -+ k, <te} .

These values correspond to the exponent of N and X; (for i € {1,...,n}) in
Equation (1) respectively.

For the sake of readability for the reader unfamiliar with analytic combina-
torics, we first show how to compute the number of polynomials in & or .#
of a certain degree and then how to compute these sums 1 and «; but only
for polynomials in & or .# of a certain degree. These computations are of no
direct use for Coppersmith’s method but are a warm-up for the really interesting
computation, namely these sums ¢ and a; for polynomials in & or .# up to a
certain degree.

5 We only use one polynomial f and one modulus N for the sake of simplicity.

Furthermore, this exact set &2 could actually not appear in the Coppersmith methods,
as the polynomials are not linearly independent. However, it is easier to explain
analytic combinatorics tools on this set &?. We show later, in Section 4 and throughout
this paper, how to adapt these tools to useful variants of this set.
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3.2 Combinatorial Classes, Sizes, and Parameters

A combinatorial class is a finite or countable set on which a size function is defined,
satisfying the following conditions: (i) the size of an element is a non-negative
integer and (ii) the number of elements of any given size is finite. Polynomials of a
“certain” form and up to a “certain” degree can be considered as a combinatorial
class, using a size function usually related to the degree of the polynomial.

In the following, we can consider the set &2 as a combinatorial class, with
the size function S, defined as S, (fx) = deg(fx) = k1 + - - + kn + kee. In order
to compute the sum of the k, as explained in Section 3.1, we define another
function x,,, called a parameter function, such that x,, (fx) = k¢. This function
will enable us, instead of counting “1” for each polynomial, to count “k,” for
each polynomial, which is exactly what we need (see Section 3.4 for the details).

As for the monomials, we will also consider the set .# as a combinatorial
class, with the size function S, defined as S, (yx) = k1 +- - -+ ky. In the case the
bounds on the variables are equal (X7 = --- = X,, = X), the parameter function
corresponding to the exponent a; of X in the final condition in Coppersmith’s
method will be set as x , (yx) = k1 + - - + ky. Otherwise, one will be able to
define other parameter functions in case the bounds are not equal (see again
Section 3.4).

3.3 Counting the Elements: Generating Functions

The counting sequence of a combinatorial class A with size function S is the
sequence of integers (A4,),>0 where A, = |{a € A, | S(a) = p}| is the number of
objects in class A that have size p. For instance, if we consider the set .# defined
in 3.1, we have the equality M; = n since there are n monomials in n variables
of degree 1.

Definition 1. The ordinary generating function (OGF) of a combinatorial

class A is the generating function of the numbers A, for p > 0, i.e., the formal®
. +o0

power series A(z) =3 5 Ap2P.

For instance, if we consider the set .#1) = {y | 1 < ki < t} of the

monomials with one variable, then one gets M]gl) =1 for all p € N, implying that
MM () = ;ZB 2P =,

In the former example, we constructed the OGF A(z) from the sequence of
numbers A, of objects that have size p. Of course, what we are really interested
in is to do it the other way around. We now describe an easy way to construct
the OGF, and we will deduce from this function and classical analytic tools
the value of A, for every integer p. We assume the existence of an “atomic”
class, comprising a single element of size 1, here a variable, usually denoted
as Z. We also need a “neutral” class, comprising a single element of size 0, here
1, usually denoted as €. Their OGF are Z(z) = z and E(z) = 1. We show in
Table 1 the possible admissible constructions that we will need here, as well as
the corresponding generating functions.

5 We stress that it is a “formal” series, i.e., with no need to worry about the convergence.
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Table 1: Combinatorics constructions and their OGF

Construction OGF

Atomic class Z Z(z)==z
Neutral class € E(z)=1
Disjoint union A=B+C (when BNC=0) A(z)=DB(z)+C(z)
Complement A=B\C (when C C B) A(z) = B(z) — C(z)
Cartesian product A=BxC A(z) = B(z) - C(z)
Cartesian exponentiation A=B"=Bx---xB A(z) = B(2)*
Sequence A=SeQ(B)=¢c+B+B*+ Az) = 1_;3(2)

One then recovers the formula MM (z) = L from Z(z) = z and the

construction SEQ(Z) to describe .#1). Similarly, if we now consider the set
M) = {ype = y¥yb2 | 0 < ky+ko < t} of the monomials with two variables, with
the size function S(yx) = k1 + k2, then one gets M(2)( Y=M®(z) MO (2) =
Ty from M = 4D x 4D Finally, since e = Z;’g pzP~1 one gets,
for all p > 1, (M3), = p + 1, which is exactly the number of monomials with two
variables of size p.

When the class contains elements of different sizes (such as variables of
degree 1 and polynomials of degree e), the variables are represented by the
atomic element Z and the polynomials by the element Z¢, in order to take
into account the degree of the polynomial f. If we consider for instance the set
P2 = [ =yl fhe |1 < ky < tand deg(fi) = ki + 2k < 2t}, with f a
polynomial of degree 2, this set is isomorphic to SEQ(Z) x Z2SEQ(Z?), since
deg(f) = 2. This leads to an OGF equals to

+o0 [P/2]

+oo
1721722 Zqqum ZZ(p—Qr)rzp,

p=0 r=1
which gives P 2) _ ZU’ /2] (p —2r)r, which is exactly the number of polynomials
of degree p contained in the class.

3.4 Counting the Parameters of the Elements: Bivariate Generating
Functions

As seen in the former section, when one considers a combinatorial class A
of polynomials and computes the corresponding OGF A(z), classical analytic
tools enable to recover A, as the coefficient of 2P in the OGF. As explained
in the introduction of this section, however, Coppersmith’s method requires a
computation a bit more tricky, which involves an additional parameter. For the
sake of simplicity, we describe this technique on an example.

For instance, consider our monomial set example .# (2, but now assume that
X1 # Xa. Our goal is to compute > k1, where the sum is taken over all the
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monomials in .# 2 of size p. We set a parameter function” y(yx) = k; and we
do not compute M,§2) (for p > 1) anymore, but rather

Xp(///(2)) = Z X(yx) = Z k1

€M@ |S(yk)=p yk €M P |S(yi)=p

where, informally speaking, instead of counting for 1, every monomial counts for
the value of its parameter (here the degree ki in y1).

The value x,(.#?) cannot be obtained by the construction of .#(? as
SEQ(Z) x SEQ(Z) that we used in the former section, since the two atomic
elements Z do not play the same role (the first one is linked with the parameter,
whereas the second one is not). The classical solution is simply to “mark” the
atomic element useful for the parameter, with a new variable u: With this new
parameter function, .#(? is seen as SEQ(uZ) x SEQ(Z), defining the bivariate
ordinary generating function (BGF)® My(z,u) = 1_1uz 1iz. We remark that when
we set u = 1, we get the original non-parameterized OGF. Informally speaking,
the BGF of a combinatorial class A with respect to a size function S and a
parameter function y is obtained from the corresponding OGF by replacing each
z by u*z where k is the value of the parameter taken on the atomic element Z.
We then obtain x,(A) via the following result:

Theorem 2. Assume A is a combinatorial class with size function S and param-
eter function x, and assume A(z,u) is the bivariate ordinary generating funtion
for A corresponding to this parameter (constructed as explained above). Then, if

we define
A= > xl

acAlS(a)=p

the ordinary generating function of the sequence (xp(A))p=0 is equal to the value
(0A(z,u)/0u)y=1, meaning that we have the equality

0A(z,u)
ou

+o00
- Y ()27 E x(a)(z)

u=

Coming back to our example, one then gets

+o0 too
OM®) (2, u) z p(p—1)
(2) — (2) y ) — _ p—1
X(M®)(z) pzzjoxpu// )z il Wi cpe ; 5

meaning that x,(.#®) = p(p 4+ 1)/2 (remind that it is an equality on formal
series). Finally, the sum of the degrees k1 of the elements of size p is p(p 4+ 1)/2,

7 Note that it is possible to count the exponents of both X; and X» at once using two
parameters, but it is usually easier to count them separately, which often boils down
to the same computation. See concrete examples in Section 4.

8 In complex cases, the marker u can be put to some exponent k, for instance if the
parameter considered has a value equal to k for the atomic element.
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which can be checked by enumerating them: 32, y195 " y2y2 72, . 4P s, o
It is easy to see that the result is exactly the same for X5, without any additional
computation, by symmetry.

3.5 Counting the Parameters of the Elements up to a Certain Size

We described in the former section a technique to compute the sum of the (partial)
degrees of elements of size p, but how about computing the same sum for elements
of size up to p? Using the notations of the former section, we want to compute

Xo,(A= > ).

a€A|S(a)<p

The naive way is to sum up the values x;(A) for all ¢ between 0 and p:

Xo, (A =>"" > xila),

=0 a€A|S(a)=1

but an easier way to do so is to artificially force all elements a of size less than or
equal to p to be of size exactly p by adding enough times a dummy element g
such that x(yo) = 0.

In our context of polynomials, the aim of the dummy variable yq is to
homogenize the polynomial. If we consider again the set .#®) of monomials
of two variables y; and yo, with size function equal to S(yx) = k1 + k2 and
parameter function equal to x(yx) = k1, and if we are interested in the sum of the
degrees k1 of the elements in this set of size up to p, we now describe this set as
SEQ(uZ) x SEQ(Z) x SEQ(Z), the last part being the class of monomials in the
unique variable yg. This variable is not marked, since its degree is not counted.

One obtains the new bivariate generating function M?)(z,u) = L 7(1_12)2 and
+oo
OM P (z,u) z
2) = @y,p = 222 27 -
X< (M )(Z) - ZX@(J// )Zp o ou =1 a (1 — 2)4
p=0 v
—+o0
= plp=1)(p-2) ,»
6 )
p=2

meaning that x_, (.«#®) = p(p+ 1)(p + 2)/6 (remind that it is an equality on
formal series). Finally, the sum of the degrees k1 of the elements of size up to p
(i.e., the exponent of X; in Coppersmith’s method) is p(p + 1)(p + 2)/2, which
can be checked by the computation
zp: i(i+1) _ pp+1)(p+2)

2 6 '

=0

Again, it is easy to see that the result is exactly the same for X5, without any
additional computation.
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3.6 Asymptotic Values: Transfer Theorem

Finding the OGF or BGF of the combinatorial classes is usually an easy task,
but finding the exact value of the coefficients can be quite painful. Coppersmith’s
method is usually used in an asymptotic way. Singularity analysis enables us to
find the asymptotic value of the coefficients in an simple way, using the technique
described in [15, Corollary VI.1 (sim-transfer), page 392]. Adapted to our context,
their transfer theorem can be stated as follows:

Theorem 3 (Transfer Theorem). Assume A is a combinatorial class with an
ordinary generating function F reqular enough such that there exists a value ¢

verifying
c

F ~—
(Z) z—1 (1 — Z)a
for a non-negative integer ae. Then the asymptotic value of the coefficient F,, is

Cna—l
W (a1

Fy

4 A Toolbox for the Cryptanalyst

We now describe how to use the generic tools recalled in the former section
to count the exponents of the bounds Xj,..., X, and of the modulo N (as in
the previous section, we consider the simplified case with only one modulus
N) on the monomials and polynomials appearing in Coppersmith’s method
(see Section 2). For the sake of simplicity, we describe the technique on several
examples, supposedly complex enough to be easily combined and adapted to
most of the useful cases encountered in practice.

4.1 Counting the Bounds for the Monomials (Useful Examples)

First Example. In this example, we consider
M= Y™ Y™y <+ iy < )

with the bounds |y;| < X for 1 < i < met |y <Y for m < i < n. In
order to obtain the exponent for the bound X, we consider the size function
S(y1 ... yp'n) =iy + -+ + i, and the parameter function x, (y1 ...y,") =
P

We describe ./ as []i~, SEQ(uZ) x [];_,,.1 SEQ(Z) x SEQ(Z) \ € (the last
SEQ(Z) being for the dummy value yg), which leads to the OGF

o= () ()

The next step is to compute the partial derivative in u at u = 1:

mz 1 n—m-+1
ot (L—uz)mH <1 - z>

OF (z,u)
ou

mz
(1 —z)nt2

u=1
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and take the equivalent value when z — 1:

OF (z,u) m

D oy =1 (=272

m(t—l)"+l mtn+1
R CES I A CES VI
Finally, it is easy to see that if one denotes x, (y1™* ... Yn") = tms1+- - +in,

which finally leads, using Theorem 3, to x _, (.#) ~

n+1
one gets X, _, (M) ~ % This set of monomials used in Coppersmith’s
mtn Tl (n—m)entl
method thus leads to the bound X 0Ty~ Grir . In the particularly useful

nt1
)]

case where X = Y, the bound becomes X tor
variables of degree up to t.

for all the monomials in n

Second Example. In this example, we consider

M= {1y | (i =0 or iy = 0)
and 1 <iz<eand 1 <ip+---+1i, <t}

with the bounds |y;| < X for 1 < i < n. We use the size function S(y;% ... y,"") =
iy + - +1i, and the parameter function x(y1% ...y,*) =iy +--- +1i, (since the
bound X is the same for all variables).

The first step is to split .# into disjoint subsets. In our case, the three disjoint
subsets correspond to i; =iy =0, (i1 = 0 and iy # 0) and (41 # 0 and is = 0).
Taking into account the dummy value yq, we describe them as

n—3
(244 2° x [ SEQ(uZ) x SEQ(Z)
=1
for the first one and
n—3
(uZ) x SEQ(uZ) X (Z +--- + 2°) x || SEQ(uZ) x SEQ(Z)
i=1

for the two others (since the presence of y; or ys is mandatory). This leads to
the OGF

F(z,u)z(l—i— L )(z+---+ze)< : )ngliz

l—uz 1—uz 1—uz
1+uz z+---+2°
(1—wuz)»2 1-—2

which gives, after computations,

OF (z,u)

ou

(2n —4)e

72((n*3)uz+n71)z+...+ze (2n — 4)e
z—1 (1_2)71 ’

B (1 —uz)r1 1—z

u=1 u=1

which ﬁnally leads to X<t (%) ~ (2”—%);£t1—)!1)"*1 ~ (271(;47)?;:71 , usjng Theorem 3.
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4.2 Counting the Bounds for the Polynomials (Example)
We now consider the set
P ={f=1y"" . yF fFomod N* | 1< ky <t
and deg(fx) = k1 + -+ kn + kee < te}

with the bounds X; = --- = X, = X for the variables. In order to obtain the
exponent for the modulus N, we consider the size function S(y;*1 ... y,* fk) =
ki + -+ ky, + ke and the parameter function x,, (y1** ...y, % %) = ky.

For the sake of simplicity, we can consider 0 < ky < t since the parameter
function is equal to 0 on the elements fyx such that k, = 0. We describe & as
[Ti, SEQ(Z) x SEQ(uZ¢) x SEQ(Z) (the last one being for the dummy value yo),
since only f needs a marker and its degree is e. This leads to the OGF

1 \"" 1
F(z,u) = -
1—=2 1—uz

The next step is to compute the partial derivative in u at u = 1:

o T ( : )”H B (1—2;)2 <1iz>n+1

ou B (1 —wuz)2 \1—2
and take the equivalent value when z — 1, using the formula 1 — 2¢ ~ e(1 — 2):

u=1 u=1

OF (z,u)
ou

1
o1 e2(1— z)nt3’

u=1

(te)n+2

which finally leads, using Theorem 3, to x _,. () ~ T

5 Number-Theoretic Pseudorandom Generators
(following [2])

As mentioned in the introduction, number-theoretic pseudorandom generators
work by iterating an algebraic map F' over a residue ring Zy on a secret random
initial seed value vy € Zy to compute the intermediate state values v;11 =
F(v;) mod N for i € N and outputting (some consecutive bits of) the state
value v; at each iteration. In [2], Bauer et al. showed that such a pseudorandom
generator defined by a known iteration polynomial function F' can be broken
under the condition that sufficiently many bits are output by the generator at
each iteration (with respect to the degree of F).

Let F(X) be a polynomial of degree d in Zx[X] and let vy be a secret seed.
As in [2], we assume that the generator outputs the k most significant bits of
v; at each iteration (with k € {1,...,n} where n is the bit-length of N). More
precisely, if v; = 2" Fw; + x;, with 0 < 2; < 2% = M = N which is unknown
to the adversary and w; is output by the generator. The adversary wants to
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recover x; for some ¢ € N from consecutive values of the pseudorandom sequence
(with M as large as possible). We have v;11 = F(v;) mod N (for ¢ € N) for
a known polynomial F' and 2m7kwi+1 + x4 = F(?m*kwi + z;) mod N. We
can therefore define explicitly a family of bivariate polynomials of degree d,
[i(Wi, viv1) € ZN[Yi, yit1], such that fi(z;,zi41) = 0mod N, for i € {0,...,n}
whose coefficients publicly depend on the approximations w;,w;11 and F’s
coefficients. The goal is to compute the (small) modular root (xg,x1,...,x,) of
the polynomial system {fo(v0,91) = 0,..., fn(Yn, Ynt1) = 0} in polynomial time.

Description of the attack. In order to solve this system, Bauer et al. [2] applied
Coppersmith method for multivariate modular polynomial system to the following
collection of polynomials:

P = {Z/Ojfoio N fnin

where m > 1 is a fixed integer. They showed that the set of monomials occurring
in the collection is:

d(io + diy + -+ 4+ d"in) +j < dm A (ig + -+ +1in > 0)}

{yo’y1" .y ™ | d(io + din + -+ + d™in) + j < dm} .

To analyze their algorithm, Bauer et al. used a trick from [18] and only computes
the quotient of the two quantities involved in Coppersmith success condition (1)
(thanks to a fortunate simplification). In the following, we will use our toolbox
to recompute (more) easily the bounds on these two quantities. We also obtain
more precise estimates since our toolbox also permits to obtain the dimensions
of the matrix used in Coppersmith method (and therefore the actual complexity
of the attack).

Bound for the Polynomials. We consider the set & defined as
{yo’ fo’ ... fu'" mod N

d(io +diy +---+d"ip) +j < dmNig+- - +in > 0)}

as a combinatorial class, with the size function S, (Yol fo' ... fn'm) = d(ig + diy +

-+ +d"i,) +j and the parameter function x, (Yol fo™ ... fu'™) =ig+---+1iy,. For
the sake of simplicity, we can consider ig+- - -+, > 0 since the parameter function
is equal to 0 on the elements such that ig + --- + 4, = 0. We split the parameter
functions into (n + 1) parts x,  (yo’ fo' ... fa'") = 4; (for j € {0,...,n}), do the
computation for each of them and sum the obtained asymptotic equivalents (and
this can be done legitimately by computing the corresponding limits).

Let j € {0,...,n}. Since the degree of each f, is d**!, we consider & as

SEQ ) x H SEQ(ZT) x SEQ(uZ® ) x SEQ(Z) \ SEQ(Z) x SEQ(Z)
~——— ~——— ~——
yo k;ﬁj fr fi dummy var. Yo dummy var.

which leads to the following generating function

Lol 1 1 11
F(u, 2) = v - :
i(u;2) 1—Z<H1—de+l>1—uzd”11—z 1l—21—2

k=0
k#j
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We take the partial derivative in v and then let u = 1:

1 )2 n 1 Zdj+1
= X X T .
w1 <1—Z (}gl_zdk+l> (1_Zda+ )2

k#j

OF; (4, 2)

ou

We take the equivalent when z — 1, using the formula 1 — 2" ~ n(1 — 2):
2 n
1 1 1
— (1 - ) " (,H (- z)) @R 2
1 k#j

a1 (1 — 2)nt4 D (nt2)/2gi+1

@(u) 2)

ou

Applying Theorem 3, one finally gets

1 n+3 1
Xpacan(P) ™~ gy M) e e g
which leads to
"1 1 1
n+3
X <am(P) ~ Z < it (n+3)!(d ) A (n+2)/2
j:

Bound for the Monomials. We consider the set .# defined as

{yojylio o yn+1i” mod Mot tin

d(io +diy + -+ +d"i,,) + j < dm}

as a combinatorial class, with the size function S, (yo?y1% . .. yns1) = d(io+di1+
-+ -+d"i,)+j and the parameter function y, (yo? fo' ... fn'™) =g+ +in. As be-
fore, we split the parameter functions into (n+1) parts x, , (¥’ 11" ... Yng1™) =
i; (for j € {0,...,n}) and do the computation for each of them. As each y
“counts for” d* in the condition of the set, we consider .# as

n+1

seq(2) x [] sea(2®) x Sea(uz®) x SEq(Z2) ,
——— o1 —— —— ——
Yo k#j Yk Yj dummy var.

which leads to the following generating function

n+1
1 1 1 1
G = : )
(1 2) 1Z<Hl—zdk>1—u2d’lz

k=1
k#j

We take the partial derivative in v and then let u = 1:

— Tﬁil x( 1 )X Zdj
w1 k:QI—zd’“ 11—z (1—2z4)2 "

k#j

aG;
E(Uv Z)




Easing Coppersmith Methods using Analytic Combinatorics 17
We take the equivalent when z — 1, using the formula 1 — 2" ~ n(1 — 2):

g 1 1
w1 1 (,}g}d’“(l—ZJ . (1—2) @R —2)?

1
251 (1= 2t i) (n+2)/245

aG;
%(% Z)

Applying Theorem 3, one finally gets

1

n+3
(dm) A+ D (n+2)/25

Xy i <dm (%) ~ m

which leads to

n+1 1 1

1
I n+3___ -
Xy, <dm (‘//l) ~ z(:) i (TL ¥ 3)!(dm) d(nt1)(n+2)/2 -~
j=

Condition. If we denote by u = x, _,,. (<) and § = x, _,,. (#), the condition
for Coppersmith’s method is N# > M¢, i.e., N*/¢ > M, where

11-1/d"*!
— Xf,gdm(@) Z;'l:o# d - 1-1/d

Xy><dm('//) Z?:[)ld% B 1_11_/7#;;2

r 1
§ d’
which leads to the expected bound M < N'/¢ that was given in [2], for which the

algorithm (heuristically) outputs the the (small) modular root (xg,z1,...,z,) of
the polynomial system {fo(yo,y1) =0, ..., fn(Yn,Yn+1) = 0} in polynomial time.

Complexity. In order to compute the dimensions of the matrix used in Cop-
persmith methods, we have to compute the cardinality of the sets & and .#
(i.e., with the constant parameter functions xy =1 and x, ; = 1). We obtain the
generating functions

1 i 1 1 1 1 1 1
1—=2 l}:[() -2 )12 1-21—2:n (1 — z)nt3 d(nt1)(n+2)/2

and

1 (= 1 1 1
1—2z klill 1—2 |1 -2 e (1 — z)7t3 d(nt1)(n+2)/2

for &2 and # (respectively). We thus obtain as above for the cardinality of both
sets & and .# (and therefore essentially for the dimensions of the matrix), the
asymptotics

(dm)n/+2 1

(7’L + 2)] d(n+1)(n+2)/2 '
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Remark 4. A computer algebra program can compute the first coeflicients of the
formal series for p and € and for the cardinality of the sets & and .#, for any
given d and n. Therefore, given d, n, and log M/log N, it enables to compute the
minimum value m such that the attack works (i.e., such that p/¢ > log M/log N,
using the simplified condition, assuming the heuristic assumption holds) and then
to compute the corresponding number of polynomials in & and of monomials in
A , which then yield the size of the matrix. For an example of such an analysis
see end of Section 6.1.

6 New Applications

6.1 Key Generation from Weak Pseudorandomness

In [16], Fouque, Tibouchi and Zapalowicz analyzed the security of key generation
algorithms when the prime factors of an RSA modulus are constructed by
concatenating the outputs of a linear congruential generator. They proposed an
(exponential-time) attack based on multipoint polynomial evaluation to recover
the seed when such generators are used to generate one prime factor of an RSA
modulus. In this section, we propose a new heuristic (polynomial-time) algorithm
based on Coppersmith methods that allows to factor an RSA modulus when
both its primes factors are constructed by concatenating the outputs of a linear
congruential generator (with possible different seeds).

Let M = 2* be a power of 2 (for k € N\ {0}). For the ease of exposition, we
consider a straightforward method to generate a prime number in which the key
generation algorithm starts from a random seed modulo M, iterates the linear
congruential generator and performs a primality test on the concatenation of
the outputs (and in case of an invalid answer, repeat the process with another
random seed until a prime is found). Let vy and wy be two random seeds for a
linear congruential generator with public parameters a and b in Zj; that defines
the pseudorandom sequences:

Vi1 =av; +bmod M and w;41 =aw; +b

for i € N. We assume that the adversary is given as input a (balanced) RSA
modulus N = p- g where p and ¢ are (kn)-bit primes where p = vg + Mvy + -+ - +
M"™v,, and ¢ = wg + Mwy + -+ + M™w,.

Description of the attack. The adversary is given as inputs the RSA modulus N
and the generator parameters a and b and its goal is to factor N (or equivalently
to recover one of the secret seed vy or wy used in the key generation algorithm).
This can be done by solving the following multivariate system of polynomial
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equations over the moduli N and M with unknowns vg,. . . Uy, W0,. . . ,Wy:
f=wo+Muvy+--+ M) (wo+ Mwy + -+ M™w,) =0mod N
go =v1 — (avg +b) = 0 mod M

In—1 = vy — (aUp—1 +b) =0 mod M
ho = wy — (awg + b) = 0 mod M

hpn—1 =w, — (awp—1 +0) =0mod M .

In order to apply Coppersmith technique, the most complicated part is the
choice of the collection of polynomials constructed from the polynomials that
occur in this system. After several attempts, we choose to use the following
polynomial family (parameterized by some integer ¢ € N):

Fioreosinsoroinrk = UG 0wl wlr - f¥ mod N
with 1 <k < t, (ip =0 or jo =0)
and deg(f ) =g+ +in+jo+ -+ +2k <2t
Jiorewiimdoreoin = 90" -+ Gt - 0p - Q0 . hdp = - wl mod M
with 1 </l=ip+- - +ip_1+Jo+ -+ n-1
and deg(g.)=do+ - +in+jo+ -+ jn<2t.

The moduli N and M are coprime (since N is an RSA modulus and M is a
power of 2) and it is easy to see that the polynomials fz‘o,...,in,jo,...,jn,k on one hand
and the polynomials G;,.... i, .40....,j, 0N the other hand are linearly independent.

We have a system of modular polynomial equations in 2n + 2 unknowns and
the Coppersmith method does not necessarily imply that we can solve the system
of equations. As often in this setting, we have to assume that if the method
succeeds, we will be able to recover the prime factors p and ¢ from the set of
polynomials we will obtain:

Heuristic 1 Let F denote the polynomial set

P — f o ) | 1§k<t,(i0=00’l‘j0=0)
- 105eeeybn,J0 sy Im ok ,L'O + 4 in JF]O 4+ .. +]T) + 2k. < 2t

UGt | LS 0Tt 4o
Giorewsinidoroin | deg(§.) = g+ -+ +in + o+ -+ jn < 2

We assume that the set of polynomials we get by applying Coppersmith’s method
with the polynomial set &2 define an algebraic variety of dimension 0.

Theorem 5. Under Heuristic 1, given as inputs an RSA modulus N = p-q and
the linear congruential generator parameters a and b such that p = vg + Mvi +
<o MM, and g = wo + Mwy + -+ -+ M"™w,,. (where vy and wy are two random
seeds and viy1 = av; +bmod M and w11 = aw; +b for i € N), we can recover
the prime factors p and q in polynomial time in log(N) for any n > 2.
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Bounds for the Polynomials modulo N. We consider the set

P, = {Fionin ok = V0 wb - wd® L wdn - 5 mod NF
|1Sk<t, (iO:Oorjon)
and deg(fio,...iv joruik) =G0+ -+ in 4 jo + o+ Jn + 2k < 2t}

as a combinatorial class, with the size function Sy (f;g ,,,,, imsdorejnsk) =00 4o+
in + Jo =+ -+ jn + 2k and the parameter function Xf(fio,..‘,in,jo,...,jn,k) = k. The
degree of each variable vy, ..., v,,wp, ..., w, is 1, whereas the degree of f is 1.
For the sake of simplicity, we can consider 0 < k < ¢ since the parameter function
is equal to 0 on the elements fi such that & = 0. We use the technique described
in the second example of Section 4.2 to write &, as a disjoint union of three sets

(depending on the values iy and jo) and consider it as

(e + ZSEQ(2) + 2SEQ(2)) x [ [ SEQ(Z) X [ ] SEQ(Z) X SEQ(uZ?) X SEQ(Z)
[ e T e e
Vg W

Vo ,Wo dummy var,

which leads to the following generating function:

I—2)2n1—uz2l—z (1—2)20t21 —yz2’

z z 1 1 1 142 1
F =1
(v, 2) (+1—z+1—z)(
We take the partial derivative in u, then let u = 1, and finally take the equivalent
when z — 1:

22 1
(1 —2)27+4(1 + 2) 21 2(1 — z)2n+4 -

u, 2)

.

u=1
Applying Theorem 3, since 2t ~ 2t — 1, one finally gets

1

Xy o (D)) ~ m(%ﬁ"” .

Bounds for the Polynomials modulo M. We consider the set

Py = {Tionosindorin = 90 - G -Vl B It wlr mod M
| 1<{l=vdg+  +in-1+Jo+ "+ Jjn-1
and deg(Gio,....injorjn) =G0+ = +in +jo + o+ jn < 2t}

as a combinatorial class, with the size function S, (Gi,.....in jo,....jn) = G0 + -+ +
in + jo + -+ + jn and the parameter function x,(Ji,,....in.jo.....5n) = 0 + - +
in_1+ jo+ - -+ Jn_1. The degree of each polynomial g5 is 1, as well as the
degrees of v, and w,. For the sake of simplicity, we can consider 0 < ¢ since
the parameter function is equal to 0 on the elements such that ¢ = 0. We thus
consider & as
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n—1 n—1

I seEa(uz) x Seq(2) x [ ] SEQ(uZ) x SEQ(Z) x SEQ(Z)
k=0 gk Un k=0 hg W, dummy var.

which leads to the following generating function:

1 1 1

Glu,2) = (I—wuz)2(1—-2)21—2 "~

We take the partial derivative in u, then let u = 1, and finally take the equivalent
when z — 1:

oG 2nz 2n

%(u,z) - = (1 — z)2n+4 e (1 —z)2n+4

Applying Theorem 3, since 2t ~ 2t — 1, one finally gets

2n 2n+3
Xy <20 (P,) ~ m(Zt) .

Bounds for the Monomials modulo M. We consider the set
M= {0 . v we L w, T mod MY 0 < 0 =ig+- - FintFiote A+ < 2t}

as a combinatorial class, with the size function S, (vo™ ... v, - w0 ... w,o") =
i+ +in+Jjo+- - +Jn and the parameter one x_ (vg™ ... v, " -we?o ... wyI") =
To+-+ ~+in+jo+- - -+jn. The degree of each variable xy, is 1. We thus consider .# as

ﬁ SEQ(uZ) x ﬁ SEQ(uZ) x SEQ(Z)

P —
k=0 Vg k=0 W dummy var,

which leads to the following generating function:

1 1
(1 —wuz)2nt21 -z °

H(u,z) =

We take the partial derivative in u, then let v = 1, and finally take the equivalent
when z — 1:

OH _ (2n+2)z 2n 42

%(u,z) ey (1= )t 1 (1= z)2ntd

Applying Theorem 3, since 2t ~ 2t — 1, one finally gets

2n+2 2n+3

Xz, <2t ('ﬁ) ~ (QTL + 3)| (2t)
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Condition. If we denote by v = x; _,.(Z,), =X, ,.(Z,) and { = x, _,. (M),
the condition for Coppersmith’s method is N* - M* > M¢, where

1 2n+3
v _ Xf,<te(<@f) ~ 2(27l+3)!(2t) i ~ 1
f — M Xz, <te (%) - Xg,<te(’@g) z—1 (227?:32)| (2t)2n+3 - %(225)2”-"_3 =14

which leads to the bound M < N'/* (and since N is an even power of M we
obtain M < N'/¢ and thus n > 2).

Remark 6. In the previous attack, we actually considered a very naive prime
number generation algorithm. However, a prime number generation algorithm
based on this (bad) design principle would probably use instead an incremental
algorithm and output prime numbers p = (vo + Mvy + --- + M™v,) + « and
q = (wo + Mwy + -+ M™w,,) + 8 for some o and 8 in N. Thanks to the prime
number theorem, these values are likely to be small and the previous algorithm
can be run? after an exhaustive search of a and 3.

Concrete bounds. The previous analysis leads to the bound M < NY/* when ¢
goes to co. Actually to reach the (simplified) success condition (1) in Coppersmith
method for n > 2, we need only small values of ¢ as shown in Table 2

n t 112 3 4 5 6 7 8
Polynomial Bound| 4 | 38 | 186 | 654 | 1866 | 4602 [10182|20706
Monomial Bound | 6 | 48 | 216 | 720 | 1980 | 4752 [10296|20592
Polynomial Bound| 6 | 68 | 402 | 1688 | 5682 |16340

Monomial Bound | 8 | 80 | 440 | 1760 | 5720 |16016
Polynomial Bound|10(152|1206| 6704 [29416
Monomial Bound [12|168|1260| 6720 {28560
Polynomial Bound|12|206{1842|11486
Monomial Bound |14]224(1904|11424
Table 2: Bounds in Coppersmith (simplified) success condition (1)

w

5

Unfortunately, even if ¢ is small, the constructed matrix is of huge dimension
(since the number of monomials is quite large) and the computation which
is theoretically polynomial-time becomes in practice prohibitive (for instance,
for n = 3 and ¢ = 6, the matrix is of dimension 6473). These attacks are
nethertheless good evidence of a weakness in this key generation scheme. For
n =1 (i.e., M = N'/*), the polynomial time attack does not apply, but one may
combine it with an exhaustive search to retrieve a small part of vy, vy, wg and w;
to retrieve the other (bigger) part of the seeds.

9 Alternatively, one can also adapt the algorithm by adding unknowns for a and 8 to
the multivariate modular polynomial system.
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6.2 PKCS#1 v1.5 Padding Encryption with Weak
Pseudorandomness

PKCS#1 v1.5 describes a particular encoding padding for RSA encryption. Let
N be RSA an modulus of byte-length k (i.e., 22~ < N < 28% ¢ be a public
exponent coprime to the Euler totient ¢(N) and m be a message of £-byte with
{ < k —11. The PKCS#1 v1.5 padding of m is defined as follows:

1. A randomizer r consisting in k—3—¢ > 8 nonzero bytes is generated uniformly
at random,;
2. u(m,r) is the integer converted from the octet-string:

w(m,r) = 000214||7]|0016||m . (2)

The encryption of m is then defined as ¢ = pu(m,r)® mod N. To decrypt ¢ € Z,,
compute ¢? mod N (where ed = 1 mod ¢(N)), convert the result to a k-byte
octet-string and parse it according to equation (2). If the string cannot be parsed
unambiguously or if r is shorter than eight octets, the decryption algorithm D
outputs L ; otherwise, D outputs the plaintext m.

The PKCs#1 v1.5 padding has been known to be insecure for encryption since
Bleichenbacher’s famous chosen ciphertext attack [7]. Several additionnal attacks
were published since 1998 (e.g., [1,14,21]).

Fouque et al. [16] suggested to consider the setting of the randomness gen-
eration used in padding functions for encryption. In PKCS#1 v1.5 padding, the
randomizer shall be pseudorandomly generated (according to the RFC which
defines it [24]) and since it is still widely used in practice (e.g., TLS, XML
Encryption standard, Hardware token. .. )n it seems interesting to investigate its
security when the randomizer is constructed by concatenating the outputs of a
linear congruential generator. We consider several scenarios (linear congruential
generator, truncated linear congruential generators, multiple ciphertexts ...) and
we apply our toolbox to all of them.

Scenario 1: Linear Congruential Generator. The first attack scenario can
be seen as a chosen distribution attack. These attacks were introduced by Bellare,
Brakerski, Naor, Ristenpart, Segev, Shacham and Yilek [3] to model attacks
where an adversary can control the distribution of both messages and random
coins used in an encryption scheme. We assume that the adversary can control the
message (as in the classical notion of semantic security for public-key encryption
schemes [17]) and that the randomizer used in the PKCs#1 v1.5 padding is
constructed by concatenating the outputs of a linear congruential generator (with
a seed picked uniformly at random). The adversary will choose two messages mg
and m; of the same byte-length ¢ < k — 11 (where k is the byte length of the
RSA modulus N) and the challenger will pick at random a seed x; of byte-length
p. It will compute
ZTiy1 = ax; + bmod M

for i € {2,...,n — 1} where n = (k-3 —¢)/p and M = 2%, The challenge
ciphertext will be ¢ = p(mp,r)¢ mod N where b is a bit picked uniformly at
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random by the challenger and the randomizer r is the concatenation of x1, ..., x,.
We have

w(my,r) = 000216]|7]|0016||mp
= 000216”551”552” . ||xn||0016\|mb

= (a1x1 + daxa +"'+dnxn+ﬁ~)

where this last expression is the integer converted from the octet-string with the
d;’s are known public constant and [ is the integer converted from the string
my. If we divide ¢ by @3¢, we obtain

c=(x1+axa+ -+ apry, + )¢ mod N
where a; = d;/d; fori € {2,...,n} and B = B/d;.

Description of the attack. The adversary is therefore looking for the solutions
of the following modular multivariate polynomial system: of monic polynomial
equations:

f=(x1+axy+ -+ apz, + )¢ mod N

g1 =1 — axe + bmod M

Jn_1 = Tp_1 — axy + b mod M

where 8 can be derived easily from the value my. The attack consists in applying
Coppersmith Method for multivariate polynomials with two moduli (see Section 2)
to the two systems derived from the two possible values for my,.

As above, the most complicated part is the choice of the collection of polyno-
mials constructed from the polynomials that occur in this system. Our analysis

brought out the following polynomial family (parameterized by some integer
teN):

fill] = x? x;" ofj mod N7
with 1 <j <t,0<i; <eand deg(f. ) =i+ +in+je <te

~ _ il infl 7 k
Giryoin =91 - Gn—1 Ty’ mod M

with 1 <k=14d3+ - +i,_1 and deg(g. ) =1d1+ - +in < te .

As in the previous section, the moduli N and M are coprime (since N is
an RSA modulus and M is a power of 2). Moreover, it is easy to see that the
polynomials fil,...,in,j on one hand and the polynomials §;, .. ;, on the other
hand are linearly independent. Indeed, these polynomials have distinct leading
monomials and are monic.

We have a system of modular polynomial equations in n unknowns and the
Coppersmith method does not necessarily imply that we can solve the system of
equations. Thus, we also have to assume that if the method succeeds, we will be
able to recover the seed x; from the set of polynomials we will obtain:
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Heuristic 2 Let & denote the polynomial set

[ 1<j<t, 0<i<e
P = {fll,u',l'm.] | z‘1+-~~+in+j€<te}

U ~ ) ‘1Sk211++ln—1
it L e g <te

We assume that the set of polynomials we get by applying Coppersmith’s method
with the polynomial set &2 define an algebraic variety of dimension 0.

Theorem 7. Under Heuristic 2, given as inputs an RSA modulus N, the linear
congruential generator parameters a and b, two messages mg and mi and a
PKCS#1 v1.5 ciphertext ¢ = p(my,r) for some bit b € {0,1} such that the
randomizer r is the concatenation of x1,...,x, (where x1 is a random seed of
size M and x;41 = ax; + bmod M fori € N), we can recover the seed 1 (and
thus the bit b) in polynomial time in log(N) as soon as M < N'/e.

Bounds for the Polynomials modulo IN. We consider the set
P, = {lezﬂg :xlf szl ffmod NV |1<j<t,0<i;<e
and deg(ﬁhm,imj) =i+ -+ i, + je < te}

as a combinatorial class, with the size function Sf(ﬁ‘l,...,z‘n,j) =4+ +i, + je
and the parameter function y, (ﬁlzj) = j. The degree of each variable zj,
is 1, whereas the degree of f is e. For the sake of simplicity, we can consider
0 < j <t since the parameter function is equal to 0 on the elements such that
J = 0. We thus consider &, as

e+ Z+-+ 2" x ][] SeQ(2) x SEQ(uZ°) x SEQ(Z)
—_— Y ——

T k=2 T f dummy var.

which leads to the following generating function:

1 1 1
(I—2)"" 11 —wuzel—2z

Fu,2) = (14244271

We take the partial derivative in v and then let u = 1:

oF 1 z°
%(u,z) A=)

=(l+z+---+2h

u=1
We take the equivalent when z — 1, using the formula 1 — 2¢ ~ e(1 — 2):

u z=1 e(l —z)nt+2 -

u=1
Applying Theorem 3, since te ~ te — 1, one finally gets
(te)"+1 .

1
Xf,<te('@f) ~ m
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Bounds for the Polynomials modulo M. We consider the set

@g =G, i, = gil'l ...g;n:ll x;n mod Mt Fin-1 |[1<k=d,+ - +in1
and dog(gil,--~7in,) =i+ + ?:'IL < te}

as a combinatorial class, with the size function S, (gi,,...i,) = i1 + -+ + in
and the parameter function X, (Gi,....in) = 41+ -+ 4+ ip_1. The degree of each
polynomial g is 1, as well as the degree of x,,. For the sake of simplicity, we can
consider 0 < k since the parameter function is equal to 0 on the elements such
that £ = 0. We thus consider &, as

n—1
I sea(uz) x Seq(2) x SEq(Z)
k:lA/_/ N—— N—_——

Ik Tn dummy var,
which leads to the following generating function:

1 1 1
(1—uz)»11—2z1-2 "

G(u,z) =

We take the partial derivative in u, then let u = 1, and finally take the equivalent
when z — 1:
oG (n—1)z n—1

%(uaz) 1 = (1 _ Z)n+2 231 (1 _ Z)n+2 ’

Applying Theorem 3, since te ~ te — 1, one finally gets

n—1

X )~ 1)

Bounds for the Monomials modulo M. We consider the set

M= {1 ... 2, mod MU Fin

0< iy + - +in <te} .

as a combinatorial class, with the size function S, (xlil ... :cni”) =91+ Fin
and the parameter function x_(x1" ... zp") =41 + -+ - + i,,. The degree of each
variable x;, is 1. We thus consider .# as

ﬁ SEQ(uZ) x SEQ(Z)
N—_—— N——

k=1 T dummy var,

which leads to the following generating function:

1 1

H(u,z) = A wyrios

We first take the partial derivative in u, then let w = 1, and finally take the
equivalent when z — 1:

OH nz n

TR M rps e ety gy e
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Applying Theorem 3, since te ~ te — 1, one finally gets

n

(n " 1)! (te)n—i-l .

X <re (A ) ~

Condition. If we denote by v = x; _,.(Z,), u=x, ,.(Z,) and € = x, _,.(A),
the condition for Coppersmith’s method is N* - M* > M¢, where

v Xf,<te(‘@f) e(n}kl)!(te)nJrl 1

E i X (M) =y (P,) 51 i (te)+l — 2k (tey 5 e

which leads to the expected bound M < N'/¢,

Scenario 2: Truncated Linear Congruential Generator. In 1997, Bellare,
Goldwasser and Micciancio [4] broke the Digital Signature Algorithm (DSA)
when the random nonces used in signature generation are computed using a
linear congruential generator. They also broke the DSA signature scheme if the
nonces are computed by a truncated linear congruential generator. In order to
pursue the parallel with their work, in the second attack scenario, we the previous
analysis to the case where the randomize in PKCS#1 v1.5 padding is constructed
by concatenating any consecutive bits of the outputs of a linear congruential
generator (with a seed picked uniformly at random).

More precisely, the seed of the linear congruential generator is now denoted
vi =y1 +a1 -2 log My o . Ve log Mty log M where y1 has ~,log M bits, x;
has ~y, log M bits, z; has y,log M bits and 7, + v, + 7. = 1. We define the
(weak)pseudorandom sequence by v;+1 = av; + b mod M for ¢ € N (with public
a, b and M). We denote v; = y; + x; - 27 log M .. Qe log Mty log M where 4
has 7y, log M bits, x; has v, log M bits and z; has vy, log M bits.

As above, the challenge ciphertext will be ¢ = p(mp, )¢ mod N where b is a
bit picked uniformly at random by the challenger and the randomizer r is the
concatenation of x1,...,x, for n = (k —3 — £)/(87y, log M). We have

p(my, ) = 000256|[7(|0016] |1

:(d1351+0?2$2+"'+07n$n+5) .

Description of the attack. The adversary is looking for the solutions of the fol-
lowing multivariate modular polynomial system: of monic polynomial equations:

f=(x1+axa+ -+ ax, + 5)°mod N
g1 =x1+a'yy +a"z1 + bry + bys + 0’29 + c mod M

In—1 = Tpn—-1 + a'/yn—l + a”yn—l + bxn + b/yn + bNZn +c mod M

where (8 can be derived easily from the value m; and the constants as, ..., ay,
a',a”, b, b and b" are public. As in the previous scenario, the attack consists
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in applying Coppersmith Method for multivariate polynomials with two moduli

(see Section 2) to the two systems derived from the two possible values for my,.
For the choice of the polynomials collection, we choose in this scenario the

following polynomial family (parameterized by some integer ¢ € N):

fi’i/’i//’j = xil sl yil .. .y;" . zil P f7 mod N’

with 1 <j <t 0<4i; <eand deg(f ) <te

v
n—1

Giit it = gil g xln . yill Y zill . z;’"/ mod M*
with 1 <k =141+ - +1i,-1 and deg(g...) < te .
As above, the moduli N and M are coprime and the polynomials f“zj on one
hand and the polynomials §;,, .. ;, on the other hand are linearly independent.
Again the Coppersmith method does not necessarily imply that we can solve
the system of equations and we have to make the following heuristic:

Heuristic 3 Let & denote the polynomial set

P2 =17 | 1<j<t,0<ii<e
- z,2,0,] il+‘~'+in++i/1+~~~+i;l_1+i/1'+~~'+i;fb_1+j6<te

U ~.‘,.,,| 1<k=i1+-+i,1
9i,i’ i i1—‘r-..—l—in++i’1—|-.---|-i;l_1+i’1’_|_..._|_2';1_1<t€

We assume that the set of polynomials we get by applying Coppersmith’s method
with the polynomial set &2 define an algebraic variety of dimension 0.

Theorem 8. Under Heuristic 3, given as inputs an RSA modulus N, the trun-
cated linear congruential generator parameters a and b, two messages mg and
my and a PKCS#1 v1.5 ciphertext ¢ = p(mp,r) for some bit b € {0,1} such that
the randomizer r is the concatenation of truncations of vy, ...,v, (where vy is a
random seed of size M and v;y1 = av; + b mod M for i € N), we can recover the
seed vy (and thus the bit b) in polynomial time in log(N) as soon as M < N'/¢,

Due to lack of space, the details of the computation are provided in the full
version.

Scenario 3: Truncated Linear Congruential Generator and Multiple
Ciphertexts. We can also extend the first chosen distribution attack by letting
the adversary control m pair of messages (as in the semantic security for multiple
ciphertexts, see e.g. [19]) and that the randomizer used in all the PKCs#1 v1.5
paddings are constructed by concatenating the successive outputs of a linear
congruential generator (with a unique seed picked uniformly at random). We
also apply our toolbox to this scenario and for an RSA modulus N with a public
exponent e and a linear congruential generator with modulus M, our heuristic
attacks are polynomial-time in log(N) for the M < N m/e (see details in the full
version).
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