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• this work: NIZK, relies on common reference string ( )

• example: zk-SNARK parameters

for Zerocash ( ) [BCG+14]
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Standard Subversion-resistant Possible? Assumpt’s:
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• • ×
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Non-interactive Zaps [GOS06]

• NI WI proofs

• without CRS

No CRS ⇒ subversion-resistant
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• • • • • ?

• implies 2-move ZK (verifier chooses CRS)

⇒ only achieved under extractability assumpt’s [BCPR14]

• construction under new knowledge of exponent assumption
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prove knowledge how?Enc(pk, s)pk

+ KEA-proof of sk



Our results

Standard Subversion-resistant Possible? Assumpt’s:

SND ZK WI S-SND S-ZK S-WI

• • ×
• • • • X DLin

• • • • • X DH-KEA



Our results

Standard Subversion-resistant Possible? Assumpt’s:

SND ZK WI S-SND S-ZK S-WI

• • ×
• • • • X DLin

• • • • • X DH-KEA

• • • • X NIZK



Our results

Standard Subversion-resistant Possible? Assumpt’s:

SND ZK WI S-SND S-ZK S-WI
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• • • • X NIZK

QUESTIONS?THANK YOU!


